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1. Intfroduction to Service Integration and Management
(SIAM)

1.1. What is SIAM?

Service integration and management (SIAM) is a management
methodology that can be applied in an environment that includes services
sourced from a number of service providers.

SIAM has a different level of focus to traditional multi-sourced ecosystems
with one customer and multiple suppliers. It provides governance,
management, integration, assurance, and coordination to ensure that the
customer organization gets maximum value from its service providers.

SIAM governance operates at three levels in the ecosystem:

» Strategic
= Tactical
= QOperational.

SIAM is an evolution of how to apply a framework for integrated service
management across multiple service providers. It has developed as
organizations have moved away from outsourced confracts with a single
supplier to an environment with multiple service providers. SIAM has evolved
from the challenges associated with these more complex operating models.

SIAM supports cross-functional, cross-process, and cross-provider integration.
It creates an environment where all parties:

= Know their role, responsibilities and context in the ecosystem
= Are empowered to deliver
= Are held accountable for the outcomes they are required to deliver.

SIAM introduces the concept of a service integrator, which is a single, logical
entity held accountable for the end to end delivery of services and the
business value that the customer receives.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com
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Terminology
SIAM is the generally accepted acronym for service integration and
management.

Other acronyms that are in use are:

= MSI (Multi Sourcing Integration)

= SMI (Service Management Integration)

= Sl (Service Integration)

= SMAI (Service Management and Integration)
= SI&M (Service Integration & Management).

SIAM can be applied to different sizes and types of organization, and to
different industry sectors. Customers that only require a single service provider
are unlikely to get the full value from SIAM.

SIAM can be applied to environments that include external service providers
only, internal service providers only, or a combination of internal and external
service providers. The effectiveness of SIAM and the value it delivers will
increase as the number of service providers and the number of interactions
between services increase.

Some organizational cultures are more able to adapt to SIAM than others.
Effective SIAM requires control to be balanced with trust, devolution of
responsibilities, openness, and collaboration across all parties. A transition to
SIAM is likely to require significant changes in attitude, behaviour, and culture
in ecosystems that previously relied on command and control structures for
effective service delivery.

The SIAM methodology encompasses:

= Practices

= Processes

= Functions

= Roles

= Structural elements.

The customer organization will transition to a SIAM model developed from
these elements.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com
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1.1.1. The SIAM Ecosystem
There are three layers in a SIAM ecosystem:

1. Customer organization (including retained capabilities)
2. Service integrator
3. Service provider(s).

Each layer has a role as part of effective end to end management of
services and the delivery of maximum value. Each layer should have
sufficient capability and maturity to fulfil its role.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com
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1.1.1.1.  Customer Organization
The customer organization is the end client that is making the transition to
SIAM as part of its operating model. It commissions the SIAM ecosystem.

Customer organizations typically contain business units such as human
resources, finance, sales, and their own internal IT function. They also have
their own customers who use their products and services.

Figure 1 shows the layers of the SIAM ecosystem, and the consumers of
services from the customer organization.
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Figure 1: the SIAM layers, including consumers of services from the customer
organization
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In this document, we use the terms ‘customer organization’ and ‘customer’
to mean the commissioning organization.

The customer organization will own the contractual relationships with external
service providers, and with any external service integrator.

1.1.1.2.  Retained Capabilities

The customer organization will include some retained capabilities. The
retained capabilities are the functions that are responsible for strategic,
architectural, business engagement and corporate governance activities.

These business-differentiating functions typically remain under the direct
conftrol and ownership of the customer organization. Retained capabilities
also include any accountabilities and responsibilities that must remain with
the customer for legislative or regulatory reasons.

Examples of possible retained capabilities are:

= Enterprise architecture

» Policy and standards management

» Procurement

= Confract management

» Demand management

*» Financial and commercial management

» Service portfolio management

» Corporate risk management

= Governance of the service integrator; based on achievement of
business outcomes.

The service integrator is independent from the retained capabilities, even if it
is internally sourced. Service integration is not a retained capability.

Retained capabilities are sometimes referred to as the ‘intelligent client
function’.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com
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1.1.1.3.  Service Integrator

The service integrator layer of the SIAM ecosystem is where end to end
service governance, management, integration, assurance and coordination
is performed.

The service integrator layer focuses on implementing an effective cross-
service provider organization, making sure that all service providers are
confributing to the end to end service. It provides operational governance
over the service providers and has a direct relationship with the customer
organization and the service providers.

The service integrator layer can be provided by one or more organizations,
including the customer organization. If the service integrator layer is provided
by more than one organization, it should still be considered as a single logical
service integrator.

The service integrator can include one team of people or multiple team:s.

1.1.1.4. Service Provider

Within a SIAM ecosystem, there are multiple service providers. Each service
provider is responsible for the delivery of one or more services, or service
elements, to the customer. It is responsible for managing the products and
technology used to deliver its confracted or agreed services, and operating
its own processes.

Service providers within a SIAM ecosystem are sometimes referred to as
‘towers’. This term implies isolation and a monolithic approach, so the term
‘service provider’ is used as standard in this document.

Service providers can be part of the customer organization or external to it.

» An external service provider is an organization that is not part of the
customer organization. Its performance is typically managed using
service level agreements and a confract with the customer
organization

= Aninternal service provider is a team or department that is part of
the customer organization. Its performance is typically managed
using internal agreements and targets.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com
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Examples of services provided by service providers in a SIAM model include:

= Desktop services/end user computing

= Data center

= Hosting

= Security

= Network/LAN/WAN

» Cloud services

» Prinfing services

= Voice and video (VVI)

» Application development, support and maintenance
» Managed services.

If the customer retains its own internal IT capability, this should be treated as
an internal service provider, governed by the service integrator.

Service Provider Categories

It can be helpful to categorize service providers in a SIAM ecosystem, to help
define their importance to the customer organization and the approach to
governing and assuring their services.

There are three common categories of service provider in a SIAM ecosystem:

» Strategic service provider
» Tactical service provider
= Commodity service provider.

SIAM is applied to all three categories, but the nature of the relationship and
the amount of management required will be different.
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Figure 2 shows a high-level view of the SIAM layers.
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Figure 2: the SIAM layers
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The focus, activities and responsibilities of each layer are different. Figure 3
provides an illustration of this.

Customer Organization

:> For example business relationship management,
service portfolio, program management, enterprise

architecture

Strategy

Service Integrator
Integration [:> For example supplier managementand coordination,
end to end reporting and continual improvement

network services, hosting etc.

Service Providers
Delivery |:> For example application developmentand support,

Figure 3: focus of the SIAM layers
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1.1.2. SIAM Practices
Practice: the actual application or use of an ideaq, belief, or method, as
opposed to theories relating to it. !

SIAM includes specific practices that differentiate it from other management
frameworks. These practices support governance, management, integration,
assurance, and coordination across the layers.

Examples of practices are described in Section é: SIAM Practices.

» People practices: managing cross-functional teams

» Process practices: integrating processes across service providers
» Measurement practices: reporting on end to end services

= Technology practices: creating a tooling strategy.

SIAM also draws on other areas of IT and management ‘best practice’ - see
Section 4: SIAM and Other Practices.

1.1.3. SIAM and Processes
Process: “a documented, repeatable approach to carrying out a series of
tasks or activities”

SIAM itself is not a process; it draws on and uses other management
processes.

Most management approaches expect processes to be executed within
one organization. In SIAM, these processes may also be executed:

= Across organizations in the same SIAM layer
= Across organizations in different SIAM layers.

Many of the processes used within a SIAM ecosystem are familiar processes
like change management and business relationship management. Within a
SIAM model, however, these processes require adaptation and
augmentation to support integration and coordination between the different
parties. They also require alignment with the SIAM practices.

1 Source: Oxford English Dictionary © 2017 Oxford University Press
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Although this is not an exhaustive list, processes used within a SIAM ecosystem
can include:

= Audit and control

= Business relationship management

= Change management

» Release management

» Commercial/contract management

=  Continual improvement

= Event management

= Financial management

» |ncident management

= Request fulfilment

» Service catalogue management

» Information security management

= Knowledge management

=  Monitoring, measuring, and reporting

= Problem management

» Project management

» Software asset and configuration management
= Service level management

» Service portfolio management

= Supplier management

» Toolset and information management

» Capacity and availability management
» Service confinuity management

= Service infroduction, retirement, and replacement.

These processes need to be allocated to the appropriate layers in the SIAM
model. This allocation may be different for each implementation of SIAM.

Some processes will span multiple layers. For example: the customer
organization and the service integrator can both carry out elements of
supplier management; the service integrator and service providers will each
have responsibilities in the end to end change management process.
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1.1.4. SIAM Functions
Function: an organizational entity, typically characterized by a special area
of knowledge or experience.?

Each organization in the SIAM ecosystem will determine its own
organizational structure. This structure will include functions that execute
specific processes and practices.

The service integration layer in the SIAM ecosystem has specific functions.
These are where the service integrator carries out the activities for
governance, management, assurance, integration and coordination.

Whilst these functions may seem similar at a high-level to those from other
management methodologies, the activities can be different as they primarily
focus on coordination and integration as opposed to operational activities.

The precise functions will vary for different implementations of SIAM, as they
are dependent on the definition of roles and responsibilities across the
ecosystem, and the detail of the SIAM model that has been adopted.

1.1.5. SIAM Roles
Roles and responsibilities need to be defined, established, monitored and
improved within a SIAM ecosystem.

This includes the roles and responsibilities of each:

= Layer
= Organization
» Function

=  Structural element.

High-level policies for roles and responsibilities are defined during the
Discovery and Strategy stage of the SIAM roadmap. More detail is added
during the Plan and Build stage.

2 Source: IT Process Wiki
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Roles and responsibilities are allocated to relevant parties during the
Implement stage. They are then monitored during Run and Improve and
amended as required.

1.1.6. SIAM Structural Elements

Within SIAM, ‘structural elements’ are organizational entifies that have
specific responsibilities and work across multiple organizations and layers in
the SIAM ecosystem.

These structural elements link the functions with the practices, processes, and
roles of SIAM.

The role of the structural elements includes:

» Governance

» Developing and maintaining policies

» Developing and maintaining data and information standards

» Reviewing and improving end to end service performance

= Reviewing and improving capability and maturity

» |dentifying, encouraging, and driving continual service
improvements and innovation

» Resolving shared issues and conflicts

» Delivering specific projects

» Infegration, aggregation and consolidation of data to form an end
to end view

» Recognizing and rewarding success.

Structural elements include representatives from the service integrator, the
service providers, and, where required, the customer.

Using structural elements helps to establish relationships between the
different parties. This encourages communication and collaboration, as
attendees work together to achieve shared goals.

The use of structural elements differentiates SIAM from other methodologies,
and helps to facilitate the desired outcomes from SIAM.
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There are three types of structural element:

1. Boards
2. Process forums
3. Working groups.

1.1.6.1. Boards
Boards perform governance in the SIAM ecosystem.

They are formal decision making bodies, and are accountable for the
decisions that they take. Boards will convene regularly, for as long as the
SIAM model is in place.

In SIAM, governance activities are carried out by boards operating at
strategic, tactical and operational levels. Examples are:

»  Strategic: approval of funding, contractual and commercial
agreements, and strategy

= Tactical: approval of policies

» Operational: approval of changes to services and processes.

1.1.6.2. Process Forums
Process forums are aligned to specific processes or practices. Their members
work together on proactive development, innovations, and improvements.

Forums will convene regularly, for as long as the SIAM model is in place. Their
responsibilities include:

» Developing and sharing common working practices
» Developing data and information standards

=  Continual improvement

* |nnovation.

For example: a problem management process forum can be established
with problem management peers from each service provider and the
service integrator. They can jointly develop a set of key performance
indicators for the problem management process.
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Figure 4 shows an example of peer to peer process forums.

Service integrator Service providers

Peer-to-peer
relationships

Change
management
process owner

Change
management
process owner

Problem
management
process owner

Problem
management
process owner

Release
management
process owner

Release
management
process owner

Figure 4: peer to peer process forums
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1.1.6.3. Working Groups

Working groups are convened to address specific issues or projects. They are
typically formed on a reactive ad-hoc or fixed-term basis. They can include
staff from different organizations and different specialist areas.

For example: an ad-hoc working group could be established with members
from several service providers to investigate an intermittent issue with the
performance of an intfegrated service. This could include specialists from
capacity management, IT operations, development, problem management
and availability management.

Or, a fixed term working group could be established to manage the delivery
of an integrated release. The members would be from all layers and from
multiple processes and functions.

Process forums and working groups often involve the same people, so can
be combined into the same meeting if appropriate. In these combined
meetings, it is important to ensure that there is a focus on proactive as well as
reactive activities.
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1.1.7. SIAM Models

Each organization will develop its own SIAM model, based on the layers in
the SIAM ecosystem. The SIAM model that an organization adopts will be
influenced by several factors:

= The services that are in scope
= The required outcomes
» The use of proprietary models by externally sourced service
integrators.
Because of this, there is no single ‘perfect’ SIAM model. No model is ‘better’
than any other, although some may be more suitable to particular
implementations than others.

Different organizations adapt models to meet their own needs. All models
share common characteristics that are aligned to the methodology
described in this BoK.
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Figure 5 shows a high-level SIAM model, including the relationships between
SIAM layers practices, processes, functions, and structural elements.

Figure 5: a high-level SIAM model
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1.1.8. SIAM Contractual and Sourcing Considerations
Within the SIAM model, the customer owns the contractual relationship with
external service providers and any external service integrator.

The service integrator is empowered to act on behalf of the customer,
exercising the parts of the contract related to the delivery of the services by
the service providers.

The contracts between the service providers and the customer organization
must make it clear that the service integrator is the agent of the customer,
whether that service integrator is internally sourced or externally sourced.

In many existing customer and provider relationships, standard contfracts
have limited the ability to transition to SIAM. For SIAM 1o be effective, the
customer organization needs to select the right service providers and have
suitable contracts in place.

SIAM conftracts are typically shorter and more flexible than traditional IT
outsourcing contracts. Targets within the contracts should encourage service
providers to work together.

Contracts must also allow flexibility to accommodate future change. They
must allow for services and ways of working to adapt to changing business
and technology strategies.

Contracts should also encourage all parties to conftribute to service
improvement and innovation and include targets to support collaboration
and innovative behaviour.
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1.2. The History of SIAM

1.2.1. SIAM as a Concept

Organizations have been using services delivered by multiple service
providers for many years. They have recognized the need for service
integration across service providers, and used different approaches to try
and achieve end to end service management.

Historically, models for managing this type of ecosystem were proprietary to
very large service providers, developed to meet specific client requirements,
and rarely shared outside those providers.

In most cases, these service providers also delivered significant systems
integration capabilities, but with no clear separation from service integration.
These organizations were typically referred to as Systems Integrators (SlI) or IT
Outsource (ITO) providers.

1.2.2. The Emergence of the Term ‘SIAM’

The term ‘service integration and management’ or SIAM, and the concept of
SIAM as a management methodology originated in around 2005 from within
the UK public sector, which was also the source of other best practice
methodologies such as ITIL®.

The methodology was initially designed for the Department of Work and
Pensions to obtain better value for money from services delivered by multiple
service providers, and specifically to separate service integration capabilities
from systems integration and IT service provision.

This new approach reduced the duplication of activities in the service
providers, and introduced the concept of a ‘service integrator’. This new
service integration capability provided governance and coordination to
encourage service providers to work together to drive down costs and
improve service quality.

SIAM was viewed as a methodology, not a function. Within the methodology,
a service integrator provided a set of service integration capabillities.
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The SIAM methodology that was emerging facilitated collaboration between
the various service providers, and management of interfaces between them.
The service integrator was ‘one step above’ the service provider layer.

Processes were used in the SIAM ecosystem to define activities, inputs,
outputs, controls, and measurements. The methodology allowed individual
service providers to act autonomously and define the specific mechanisms
that enabled those activities. These were then audited and assured by the
service integrator.

Figure 6 shows a simple view of the SIAM model.

Customer Organization

Service Integrator

i (- N =)
Internal service External service External service
provider provider 1 provider 2
w o “ " \_ J

Figure 6: a simple view of a SIAM ecosystem
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1.2.3. Growth and Adoption of SIAM

In 2010, the UK Government published a new information and
communications technology (ICT) strategy. This included moving away from
large prime supplier contracts to a more flexible approach using multiple
service providers and cloud based solutions.

A paper was published in support of this strategy that set out a new
approach for service management governance and organization. The
proposal was to appoint an appropriate service management framework to
coordinate multiple services, providers and consumers in a secure and
seamless lifecycle of service delivery and improvement.

This accelerated the development and awareness of SIAM both in the UK
public sector and elsewhere. This acceleration led to the publication in 2012
of the UK Government ‘Cross Government Strategic SIAM Reference Set’. This
was developed from experience and expertise in SIAM from the Department
of Work and Pensions, Ministry of Justice, NHS Connecting for Health, and the
Government Procurement Service. Figure 7 shows the SIAM Enterprise Model
from this reference set.

The aim of the reference set was to enable tfransformation in UK public sector
organizations to a disaggregated, multi-sourced, multi-service environment.

The reference set described a wide range of SIAM capabilities and a
suggested enterprise model, but encouraged adaptation to suit local
requirements.

This was the first widely available description of SIAM. Its publication rapidly
increased the awareness, development, and discussion of SIAM worldwide.
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UK Government SIAM Enterprise Model 2012
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Figure 7: SIAM Enterprise Model from Service Integration & Management
(SIAM) Framework Cross Government Reference Set, October 2012

The contemporary UK Government Service Design Manual advised that:

“The level of service integration will differ depending on the complexity of
the business services and/or customers that are being supported, and the
complexity of the services that are being delivered to those businesses. As
the services and businesses become more critical or complex, the level of
service integration becomes deeper.

The design of the service integration function will differ by department. It may
be completely operated in-house. Or it might consist of a thin in-house
capability ultimately responsible for the integrated end to end operation and
management of quality IT services, underpinned by outsourced integration
services for specific elements — for example performance monitoring, service
desk, or service level reporting. Particularly for smaller departments and
simple services, care needs to be taken not to over-engineer the service
integration approach - effective use of commodity standards-based IT
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should mean that infegration and support requirements are much less
onerous than managing a locked-down bespoke system. "3

3 Source https://www.gov.uk/service-manual
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1.2.4. Recent History
More recently, the development of approaches to SIAM and its adoption has
increased significantly. This has been driven by strategic factors including:

= A worldwide need to improve value

= A desire to remove reliance on single suppliers

= The need for effective controls

= A desire for the ability and flexibility to use ‘best of breed’ service
providers and services, including the use of commodity cloud-based
services.

The development and adoption of SIAM has been accompanied by an
increase in the number of publications on SIAM, and the number of
commercial organizations offering service integration capabilities; many of
whom have their own model.

“Against a backdrop of increased business and IT complexity, the IT service
provider is faced with a challenge to deliver more with less. Customers
demand IT cost transparency and demonstrated value. Additionally,
multi-sourced service delivery is the new reality for many. Both customers
and users are demanding innovative technology solutions and access to
each providers’ specialisms, but do not necessarily want to be presented
with the issues that confrolling the complex web of multiple providers brings.

The multi-provider delivery models evident in many modern enterprises
have created an interest in the benefits SIAM can bring. More and more
customers are calling for better defined and more cohesive control
structures that will allow the management of multiple service providers in a
consistent and efficient way. They demand performance across a portfolio
of services that meets the needs of the users and can be flexed as the
needs change.”

Source: Who is the King of SIAM2 Whitepaper, Simon Dorst, Michelle Major-
Goldsmith, Steve Robinson
Copyright © AXELOS 2015. All rights reserved
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Whilst SIAM itself may not be new, what is new is the recognition that SIAM is
essential to support the delivery of value in multi-supplier ecosystems.

As more and more organizations move to this way of delivering services, the
need for a standardized methodology for service integration has become
apparent.
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1.3. The Purpose of SIAM

“Effective SIAM seeks fo combine the benefits of best-of-breed based
multi-sourcing of services with the simplicity of single sourcing, minimising
the risks inherent in multfi-sourced approaches and masking the supply
chain complexity from the consumers of the services. SIAM is therefore
appropriate for businesses that are moving to or already have a multi-
sourced environment. The benefits of a well-designed, planned and
executed SIAM model can be realized by businesses that use multiple
external suppliers, a mix of internal and external suppliers, or several
internal suppliers. SIAM is therefore appropriate for most of today’s
businesses.”

Source: An Example ITIL®-based Model for Effective Service Integration
and Management Whitepaper, Kevin Holland
Copyright © AXELOS 2015. All rights reserved

SIAM can, at first glance, seem to be simply an adaptation of commonly
understood service management approaches such as ITIL®, COBIT®, the
Open Systems Interconnect (OSI) model or the Microsoft Operations
Framework (MOF). Where SIAM differs is that it acknowledges and focuses on
the specific challenges associated with multi-sourced service delivery
models.

The service integrator provides the customer with a single point of
accountability and control for the integrated delivery of services. This is
achieved through the definition and application of conftrols within a robust
governance methodology that also provides the necessary coordination
between the service providers within the SIAM ecosystem. The service
integrator also drives collaboration and improvement across the service
providers, acting on behalf of the customer.

The service integrator takes ownership of these activities on behalf of the
customer, allowing the customer organization to focus on the activities
necessary for their business, rather than focusing on service providers and
technology.
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The service integrator manages the complexities of dealing with mulfiple
service providers, allowing the customer to benefit from their specialisms and
capabilities without incurring any additional management burden.

The application of the SIAM methodology creates an ecosystem where all
parties involved in the delivery of the services are clear about their roles and
responsibilities and are empowered to deliver within those boundaries.

SIAM also provides an understanding of the necessary interactions between
the services and the service providers, and the techniques to effectively
manage those interactions. This facilitates the coordination of delivery,
integration and interoperability.

The service integrator provides assurance of the performance of individual
service providers and over the end to end service, ensuring that the
expected outcomes are delivered to the customer.

SIAM enables the flexibility and innovation necessary to support the pace of
change demanded by today’s fast moving organizations.
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1.4. The Scope of SIAM

The scope of SIAM will vary from organization to organization. For the
customer organization to derive any benefit from a transition to a SIAM
model, the service(s) that are in scope must be defined.

This service definition makes it clear what is being governed, assured,
integrated, coordinated and managed by the service integrator.

For each service within the scope of SIAM, these areas need to be defined:

= Service outcomes, value, and objectives

» The service provider(s)

= The service consumer(s)

» The service characteristics, including service levels

= The service boundaries

» Dependencies with other services

= Technical interactions with other services

» Data and information interactions with other services.

A service model should be created that shows the hierarchy of services. This
hierarchy must clearly identfify:

= Services that are directly consumed by the customer organization
= Underpinning services and dependencies.
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Figure 8 shows an example of a service model showing the service
hierarchies.

The model shows how business needs in the customer organization are met

by service provider services (lettered), and how in turn they are dependent

on one or more supporting services (humbered) which may be delivered by
an alternative provider.

Service B

Service Provider A Service Provider B Service Provider C Service Provider D

Figure 8: service model showing hierarchy of services
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1.4.1.1. Types of Service
SIAM can be applied to both IT services and technologies and non-IT
services. Historically, it has mainly been adopted for IT services.

SIAM can be applied to managed services and cloud services, as well as to
more traditional IT services like hosting or end user computing.

Different organizations will have different types of services within the scope of
their SIAM model. Some models may only include services that were
previously provided by internal IT, as part of a strategy to outsource these
services to external organizations.

Others may include a wide range of externally provided services, and retain
their internal IT department as an internal service provider. The customer
organization will determine the scope in line with their strategy and
requirements.

Examples of IT services include:

=  Office productivity applications

=  Customer relationship management systems
=  Networks

= Bespoke customer applications.

Examples of non-IT services that can be within the scope of SIAM are business
processes such as sales order management, payroll processing, and
consumer help desks.
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Cloud Services
SIAM can be applied to commodity services provided from the cloud. These
include:

» Software as a Service (Saas)
» Platform as a Service (Paas)
» [Infrastructure as a Service (laas).

Service providers for cloud services use the same delivery models for all their
customers. It is therefore unlikely that they will adapt their ways of working to
align with a customer’s specific SIAM requirements, or accept governance
from the service integrator.

If this is recognized, and the service integrator can adapt to their approach
while still delivering customer outcomes, SIAM can still be effective for these
services.
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1.5. SIAM and the Business Strategy

1.5.1. Why Change?
Without effective service integration, many of the benefits anticipated from
services delivered by multiple service providers can remain unrealized.

Transforming an organization to a SIAM model ensures that critical artefacts
are developed as part of the SIAM roadmap. These will include:

= A clear design for how the overall end to end service will operate
and integrate

» A standard governance approach

= Definition of accountability for the integrated service

= An end to end performance management and reporting
framework

= Coordination between service providers

» Integration between the processes of different service providers

= Definition of roles and responsibilities

= Definition of ownership and coordination for incidents and problems
that involve multiple suppliers.

Organizations must be clear about why they want to adopt SIAM.
Transitioning to a SIAM-based model is not an easy task. It will require
investment, and changes for all involved parties. The changes will affect
areas including:

= Aftitude, behaviour, and culture
= Processes and procedures

=  Capabilities

» Organizational structures

= Resources

= Knowledge

= Tools

= Contracts.

Senior level sponsorship and management commitment will be essential.
Without management commitment, the fransformation to a SIAM model is
unlikely to succeed.
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There are organizations for whom SIAM is not appropriate. Before any
organization embarks on a fransition to SIAM, it must fully understand SIAM
and the benefits it could derive. This will enable it to make a value-based
judgement.

The organization can gain this understanding in one of three ways, orin
combination:

» Educate and train the staff who are leading on SIAM discovery and
strategy in the SIAM methodology

= Seek help from outside the organization, either from similar
organizations or from organizations experienced in SIAM adoption

= Recruit new staff who have the required understanding and
experience.

1.5.2. Drivers for SIAM
In this context, a driver is defined as “something that creates and fuels
activity, or gives force and impetus™

These drivers are the triggers that create an organization’s desire to move to
a SIAM model. Understanding the drivers for SIAM will help an organization to
gain clarity of purpose.

The drivers will be used to create a business case for the fransition fo SIAM.
They will also help the organization to maintain focus throughout the SIAM
roadmap.

4 Source: Collins English Dictionary — Complete and Unabridged, 12th Edition 2014 ©
HarperCollins Publishers 1991, 1994, 1998, 2000, 2003, 2006, 2007, 2009, 2011, 2014
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The Challenges of Delivery in a Multi-Service Provider Ecosystem

Service providers play a crucial role in helping a customer deliver its
business outcomes. Poorly delivered services directly affect the customer’s
outcomes, and the service it can offer to its own customers.

This is true whether the services are delivered by one service provider or
multiple service providers. However, the challenges of successful delivery
are greater when there are multiple service providers, owing to increases in
complexity and the interactions that need to take place between service
providers.

Consider these scenarios that illustrate how poor service provision can have
wider consequences:

= A hospital has booked in a patient to have an extensive medical
scan. The medical machinery has stopped working and the cause of
failure is unknown. The patient's appointment must be re-scheduled.
Will the delay to this appointment have a negative impact on the
patient's healthe

= A motoring organization cannot despatch a patrolman to assist a
lone female motorist and her small child on a busy freeway because
their command and control systems are unavailable due to a failed
system change. The organization doesn’t know which patrolmen are
available or where they are. To how much risk is the woman and her
child exposed, and for how long?

» An online retailer is unable to cope with the increase in transactions
prior to the holiday season. This makes its retail platform slow down,
unnecessarily reject payments and at times show as unavailable. Will
customers accept this, or buy their goods and services elsewhere?

= A hastily implemented, partially tested update to a travel agent’s
booking system has caused the personal information of its customers
(including credit card details) to be hacked. The press has found out
and is publishing worst-case scenarios of identity theft and potential
financial impact for the customers. Will the reputation of this fravel
agent recover enough to remain a viable businesse

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 44 of 238



SIAM® Foundation BoK

There are generic drivers for SIAM that can be tailored for each organization.
These can be placed into five driver groups:

Service safisfaction

Service and sourcing landscape
Operational efficiencies
External drivers

Commercial drivers.

AN e
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1.5.2.1. Service Satisfaction Drivers
These are drivers related to the level of satisfaction the customer has with the
services that it receives, and the level of satisfaction that is expected.

There are seven drivers related to service satisfaction:

Service performance

Service provider interactions

Clarity of roles and responsibilities

Slow pace of change

Demonstration of value

Lack of collaboration between service providers
Delivery silos.

No ok~

Service Performance
Customers expect guaranteed service performance and availability,
irespective of who provides the service.

On some occasions, customers in a multi-service provider ecosystem can
experience dissatisfaction with the level of service they receive, even though
each of the service providers report that they are achieving their individual
service level targets.

One example is incident resolution times, where the time taken to pass an
incident from one service provider to another is not considered in the service
level calculation.

Without effective governance, coordination and collaboration, there will be
service performance issues including:

» Alack of fransparency for the end to end service

» |Incomplete understanding of, and inability to report on, end to end
service performance

» No management of service levels across the end to end service

= Service performance that is not aligned to business requirements.
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Service Provider Interactions
In a multi-service provider environment, service users might have to interact
separately and differently with each internal and external service provider.

For example, one service provider might only accept contact from users by
telephone, another only by email, and another only by an internet portal.

Clarity of Roles and Responsibilities

Roles, responsibilities and accountabilities can be unclear in an ecosystem
that has multiple service providers. The responsibility and accountability for
the delivery of services is often held in several different places.

Some customer departments may have the primary relationship with a
service provider; for example, the payroll department with the external
provider of payroll services. Some service providers may need to have
relationships with multiple customer departments; for example, the hosting
provider with IT operations, the engineering department and the application
development department.

Without effective governance and coordination, a culture can develop
where there is no ownership of issues, leading to customer dissatisfaction and
loss of perceived value.

For example, a customer frequently experiences slow performance of a
business service. This service underpinned by several technical services from
different service providers. Every provider says that its service is performing
correctly and another service provider must be responsible.

Slow Pace of Change
Customers expect changes to be made quickly to meet business
requirements.

They also expect that new services, new service providers, and new
technologies can be infroduced rapidly and integrated with existing services
to meet demanding timescales.
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Demonstration of Value

Customers expect that services will deliver the outcomes they require, at a
reasonable level of cost and quality. In many organizations, the IT
department is not able to demonstrate this value to the customer.

Lack of Collaboration between Service Providers
As the number of parties involved in service delivery increases, so does the
need for collaboration.

The requirement is no longer just about a one-way relationship between a
service provider and the customer, but a network of relationships between
multiple service providers who all need to work together to provide a
customer-focused service.

External service providers have their own commercial interests and drivers,
which can conflict with the goals of the customer and other service
providers.

An example of this is where a business service received by the customer relies
on the integration of several services from different service providers. An
individual service provider may only be concerned with the availability of the
service elements for which it is responsible.

If a service provider does not consider how its service interacts with other
providers’ services, it could make changes that stop the integrated service
working.

Delivery Silos
Delivery silos can exist where there are multiple internal or external service
providers. Each service provider focuses only on its own goals and outcomes.

These silos isolate service providers, processes and departments. Their impact
includes:

» Duplication of work

» Lack of knowledge sharing

» Increased cost of service provision

» Potential for degraded service performance
» |nability to identify service improvements.
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A blame culture can arise between the service providers due to the lack of
co-operation between silos. When a service is faulty, each silo focuses on

proving it is not at fault, rather than working with other silos to correct the
fault.
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1.5.2.2. Service and Sourcing Landscape Drivers
These are drivers related to the nature, number, and types of services and
service providers, and the complexity of the interactions between them.

There are five drivers related to the service and sourcing landscape:

External sourcing

Shadow IT

Multi-sourcing

Increase in the number of service providers
Inflexible contracts.

ARl S A

External Sourcing

Many of the traditional frameworks and practices used to manage IT services
were designed for an environment where most of the services were
developed and supported internally. However, the way that many customers
source their services has fundamentally changed.

Rather than the former insourced approach, many organizations have made
the strategic decision to source applications and services externally.

External sourcing of services may enable a customer to reduce costs by
realizing the benefits of competition amongst a wider network of service
providers. This sourcing approach can also provide the customer with access
to best in class capabilities.

These services often include specialized and cloud-based commodity
services. The customer expects that all services will be fully integrated with
other services that they consume.

Shadow IT

Shadow IT describes IT services and systems commissioned by business
departments, without the knowledge of the IT department (sometimes
referred to as ‘stealth IT').

These services are commissioned to meet a business requirement, but can
cause problems when they require connectivity and alignment with the other
services consumed by the customer.
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Multi-sourcing
Many organizations have made a strategic decision to transition from single-
sourcing to multi-sourcing and multiple delivery channels.

This transition often results in a mix of internal and external sourcing. Multi-
sourcing can reduce many of the risks and issues associated with being over-
reliant on a single service provider. These risks include:

» Slow pace of change and low levels of innovation

» High cost of services when benchmarked against competitors

= Reliance on specific technology platforms

» |nability to take advantage of new service offerings, service
providers or technologies that are available elsewhere

= Long term contractual restrictions

» Lack of control over services

» Lack of service knowledge in the customer organization

= Highrisk to service continuity during a transition to a new service
provider

» Cost of the fransition to a new single service provider

= Arisk that the service provider may go out of business.

Increase in the Number of Service Providers

The number of service providers in the market is increasing. More and more
options are available to customer organizations that are evaluating different
sourcing approaches.

Inflexible Contracts

Lengthy, inflexible contracts with service providers lock in customers and
prevent them accessing technology developments and innovative
practices.

Moving to a SIAM model will typically include shorter, more flexible contracts
that allow customers to add and remove service providers, and adapt how
they work with existing service providers.
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1.5.2.3.  Operational Efficiencies Drivers

These are drivers that relate to improvements and efficiencies for the end to
end delivery of services, and the potential to create operational efficiencies
through standardization and consolidation.

There are four drivers related to operational efficiencies:

1. Disparate service management capabilities
2. Data and information flows

3. Data and information standards

4. Tooling.

Disparate Service Management Capabilities

In an environment with multiple service providers, each of them will maintain
its own service management capability. The customer will also need to retain
service management capabilities, which interact with the service providers.

This can result in;

= Duplication of resources and activities

» Low utilization in some areas and high utilization in others
= |nconsistent levels of capability and maturity

= No sharing of knowledge

» |nconsistent processes and procedures

= A blame culture between teams.

These can result in increased costs and degraded service performance for
the customer organization.

Data and Information Flows
In an environment with multiple service providers, data and information will
be transferred between parties during end to end service delivery.

If the data and information flows are not mapped and understood, the flow
can be interrupted, leading to service performance issues and operational
inefficiencies.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 52 of 238



SIAM® Foundation BoK

The ‘integration’ element of the SIAM methodology manages the service
from end to end. This requires an understanding of all data and information
sources and interactions between all partiess.

Mapping data and information flows provides an insight into the boundaries
between the different service providers. This knowledge can then be used to
create integrated flows of data and information.

SIAM is then used to manage and coordinate these flows. This enables end to
end delivery of the required level of service to the customer.

Data and Information Standards

If data and information standards are not consistent across all service
providers, then extra effort will be required when data and information are
exchanged between service providers and with the customer.

A common data dictionary, introduced as part of an integrated approach
to service management, would include:

» |ncident severity, categorization and recording
» Service levels and service reporting

= Requests for change

= Capacity and availability recording

* Management report formats

» Knowledge artefacts.

5 Techniques like OBASHI™ can be used to map dataflows to support service integration and
management
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Tooling
Service providers will have their own toolsets to support their internal
processes.

When there is a requirement to exchange data and information with other
providers and the customer, lack of integration between toolsets can create
problems.

Without a design for interoperability these exchanges can be inefficient,
leading to:

» Re-enfry of data and information by the receiving party (the ‘swivel
chair approach’)

=  Arequirement to translate data and information

» |nadvertent alteration of data and information

» Loss of data and information

= Time delays in the exchange between the parties, resulting in a
POOr service experience.

The Swivel Chair Approach

The ‘swivel chair approaché’ is a colloquial ferm for manually entering data
into one system and then entering the same data into another system. The
term is derived from the practice of the user turning from one system to
another using a swivel chair.

6 Source: http://www.webopedia.com/TERM/S/swivel_chair_interface.html
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1.5.2.4. External Drivers
These are drivers that are imposed from outside the organization. The
organization must respond to these drivers in some way.

There are two drivers related to external factors:

1. Corporate governance
2. External policy.

Corporate Governance

Many customers have corporate governance requirements which demand
clarity over the responsibilities of service providers and the controls that are
applied to them. An example is the Sarbanes Oxley Act passed in the United
States of America in 2002 to protect investors from fraudulent accounting
activities.

Effective corporate governance requires a definition of roles, responsibilities,
accountabilities and interactions between all parties and systems at a far
more granular level than in the past.

External Policy
For some organizations, the use of SIAM is mandated under a policy created
outside the customer organization.

Policy drivers apply to:

» Public sector organizations affected by government or state
policies

» Public sector service providers affected by government or state
policies

» Private sector organizations that are part of a larger group that has
adopted SIAM as part of its strategy.
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1.5.2.5. Commercial Drivers
These drivers apply to organizations who want to offer commercial services
related to SIAM.

There are two drivers related to commercial factors:

1. Service providers
2. Service integrators.

Service Providers
When a customer organization adopts SIAM, it will need its service providers
to align to its SIAM model.

The delivery models of many tfraditional providers do not align with SIAM
models, because they do not consider the requirements for integration with
other service providers and a service integrator.

If these service providers want to be able to compete for business in SIAM
ecosystems, they must make changes to how they deliver their services.

Changes will affect:

= Tooling

= Processes and procedures

= Process interfaces

= Data dictionaries and standards

= Service reporting

= Governance approaches

= Data and information standards

= Commercial and contractual standards.

Service Integrators

Some organizations want to provide service integration capabilities to
customers. They might act as an externally sourced or hybrid service
integrator, or they might provide specialist support during one or more stages
of the SIAM roadmap:

= Discovery and Strategy
= Plan and Build

» Implement

= Run and Improve.
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1.6. Value to the Organization - the SIAM Business Case

Any organization that is considering a transition to SIAM needs to understand
the expected benefits. Clarity on these benefits will form the basis for
developing the organization’s business case for SIAM.

Benefits can be a mixture of tangible (for example: cost savings) and
intangible (for example: improved customer service).

The benefits and costs will be different for each organization. They depend
on many factors, including:

= Drivers

= Required business outcomes

= Services in scope

» The customer organization’s role in the SIAM ecosystem

= Budget

» Organizational culture

=  Appetite for risk

» The legacy contracts in place and their flexibility to accommodate
new ways of working.

The costs that will be incurred need to include not just cost of service under a
SIAM model, but also the cost of the transition project to achieve the
change. There will also be costs associated with developing any capabilities
or artefacts which the organization does not currently have, but which will be
required to operate within a SIAM ecosystem.

An organization should consider its own drivers to achieve the necessary
clarity for the anfticipated business benefits.

There are generic benefits that are likely to be relevant to most organizations
making the fransition to SIAM.

The benefits can be placed into four groups:

Improved service quality

Optimized costs and increased value
Improved governance and confrol
Improved flexibility and pace.

roObd -~
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When defining the expected benefits, organizations should consider how
long it will take for them to be delivered. It can be some time after the
transition is complete before benefits start to be realized.

A SIAM model leverages experience and input from multiple service
providers. It delivers benefits from collaboration between service providers,
and from competitive tension between them.

1.6.1. Improved Service Quality
Improving service quality often forms part of a SIAM business case. Benefits
related to service quality can include:

= Asshiftin focus from satisfying contractual targets to focus on
innovation and satisfying perceived business need
=  Consistent achievement of service levels, including end to end:
» |ncident and problem resolution times
= Service availability
= Service reliability
= |mprovements in customer satisfaction with the services
» The customer can concentrate on delivering its business outcomes,
and have confidence in its supporting services
» |Improved quality in the delivery of changes, integrated across
service providers
» Improved flow of end to end processes, sometimes referred to as
‘SIAM cadence’
= Consistency in how end users interact with service providers
= Consistent and understandable management information about
the services
= Access to best of breed services and service providers
» Development and sharing of knowledge and best practice
» Continual service improvement.
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1.6.2. Optimized Costs and Improved Value

The business case for SIAM must include the costs associated with the
transition to a new way of working. The service integrator layer can add
additional cost to an organization, whether it is externally sourced or
provisioned using internal resources.

However, the increased value associated with a fransition to SIAM, and the
potential for cost optimization in the service provider layer, should balance
out or exceed any overall cost increases.

If SIAM is correctly designed and implemented, it will provide better service
value, with both tangible and intangible benefits.

Benefits in this group include:

=  Cost optimization from:
= |nnovation
= An understanding of the true cost and value of each service
and service provider
= Competitive tension between service providers
» Best use of skilled (and often scarce resources)
= Reduced costs of process execution
» |dentification and removal of duplication of resources and
activities
» |Improved value for money for individual services
=  Consistent performance from all service providers, leading to
improved efficiency
= Improved management of resources and capacity
» Faster response to changing business needs
» Faster access to new technologies and services
=  Contract optimization and the potential for shorter term, more
effective contracts
» Flexibility fo accommodate change.
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1.6.3. Improved Governance and Control
SIAM provides an opportunity to apply consistent governance and control
over all service providers, both internal and external.

Governance and control benefits include:

= Consistent and visible definition and application of a governance
framework

=  Consistent assurance of services and service providers

=  Assingle point of ownership, visibility, and control of services

= Clearly defined services, roles, responsibilities, and conftrols

» Improved management of service provider performance

= The ability fo benchmark between service providers

=  Contract optimization and standardisation related to governance
and control

= Improved visibility, understanding and management of service risks.

1.6.4. Improved Flexibility

If correctly designed and implemented, SIAM can provide the flexibility that is
necessary to support changing business requirements, balanced with an
appropriate level of control.

The benefits in this group include:

» Effective and timely introduction of new and changed services and
service providers

» The flexibility to replace poorly performing or uneconomic service
providers

= The ability to rapidly accommodate changes to services,
technologies, and business requirements

» Increased ability to manage commodity services in a consistent
way

» Increased ability to scale service provision.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 60 of 238



SIAM® Foundation BoK

2. SIAM Roadmap

This roadmap outlines an example plan for the implementation of SIAM as
part of an organization’s operating model.

Using a roadmap for the implementation has several benefits, including:

» Defining the SIAM requirements

» Providing a planning framework

= Determining the most appropriate SIAM structure and SIAM model
»  Guiding the implementation

= Directing ongoing continual improvement.

There are four stages in the SIAM roadmap:

1. Discovery and Strategy
2. Plan and Build

3. Implement

4. Run and Improve.

For each stage, this section provides examples of:

Objectives
Triggers
Inputs
Activities
Outputs.

A

Whilst the activities are presented here in a sequential manner, many are
likely to be iterative or may even be undertaken in parallel.

High-level requirements are defined in the first stage. These are then further
developed in the second stage, before being implemented in the third
stage. The fourth stage is where the SIAM model is operated and continually
improved.
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In many cases, the roadmap will be executed iteratively, with a checkpoint
at the end of each stage. The checkpoint should review areas including:

» The actual outputs from the stage against those infended
= Risks

= [ssues

» Plan for the next stage.

This information should be used to validate decisions taken earlier in the
roadmap. It might highlight potential issues, requiring a return to an earlier
stage for further work.

An Example of an lterative Roadmap
In the Discovery and Strategy stage, a customer organization might
propose an internally sourced service integrator.

In the second stage, it formulates a plan and designs its SIAM model to
support this structure.

However, during the third stage it discovers that it is unable to recruit the
necessary resources. It returns to the first stage to review its strategy, and
changes it to apply the hybrid service integrator structure.

The Plan and Build stages must then be revisited.

Many organizations use outside assistance during the execution of their SIAM
roadmap. This can be helpful during the transition to SIAM, but the customer
organization needs to ensure that the model being used by the external
organization is suitable for its needs.

If outside help is required, it is a good idea to have a commercial boundary
between an organization that is assisting with the Discovery and Strategy and
Plan and Build stages, and any external service integrator.
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2.1. Discovery and Strategy

2.1.1. Objectives

The Discovery and Strategy stage initiates the SIAM fransformation project,
formulates key strategies, and maps the current situation. This enables the
customer organization to:

= Detfermine what it intends to source internally

= Consider any additional skills and resources that may be required
= Determine what it would like to source externally

» Understand the expected benefits.

The objectives for this stage are to:

J—

. Establish the SIAM transition project

Establish a governance framework

3. Define the strategy and outline model for SIAM and the services in
scope

4. Analyze the current state of the organization, including skills, services,
service providers, fools and processes

5. Analyze the marketplace for potential service providers and service

integrators.

A

2.1.2. Triggers
There are many reasons for organizations to consider adopting a SIAM
model. These drivers are described in Section 1.5.2: Infroduction to SIAM.

2.1.3. Inputs
Inputs to this stage include:

= Enterprise, corporate, and IT governance standards

= Current business, procurement and IT strategies

= Business requirements and constraints

= Current organization structure, processes, products and practices

» Existing service provider information, including existing contracts
and agreements

» Understanding of market forces and technology trends.
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2.1.4. Activities
The activities in this stage are:

1. Establish the project
2. Define strategic objectives

3. Define governance requirements and the high-level governance
framework

4. Define principles and policies for roles and responsibilities

5. Map the existing services and sourcing environment

6. Assess the organization’s current maturity and capability

7. Understand the marketplace

8. Define the strategy for SIAM and the outline SIAM model

9. Produce the outline business case.

2.1.4.1. Activity: Establish the Project
The SIAM transformation project should be formally established using the
organization’s selected project management methodology.

This includes:

» Setting up a project management office

= Defining roles and responsibilities for the project

= Setting up project governance

» Agreeing the approach for managing project risks.

The organization will also choose whether to carry out a waterfall project or
use an Agile project management approach.

2.1.4.2. Activity: Define the Strategic Objectives
Strategic objectives are the long-term goals of the organization that SIAM is
intended to support.

They are related to the drivers for SIAM and the SIAM business case. The
objectives defined and agreed in this activity will be used as a basis for items
including the:

= SIAM model
= SIAM governance framework
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= Sourcing model
= Roles and responsibilities.

2.1.4.3. Activity: Define the Governance Requirements and High-level
Governance Framework

SIAM requires a specific governance framework that allows the customer

organization to exercise and maintain authority over the SIAM ecosystem.

The model should be tailored to the specific SIAM structures, the SIAM model,
and the customer organization’s overall appetite for risk.

At this stage, the SIAM governance framework will be defined at a high-level.
It should include:

» Specific corporate governance requirements that support any
external regulations and legal requirements

=  Controls to be retained and operated by customer organization

= Definition of governance boards and governance board structures

» Segregation of duties between the customer organization and
external organizations

= Risk management approach

» Performance management approach

= Contfract management approach

» Dispute management approach.

2.1.4.4. Activity: Define Principles and Policies for Roles and Responsibilities
In this activity, the key principles and policies for roles and responsibilities are
created. They will take into account the governance requirements and
strategic objectives.

The specific, detailed roles and responsibilities will not be defined or assigned
until more detailed process models and sourcing agreements have been
designed within the Plan and Build stage.

Two aspects should be considered here:

» Segregation of duties if one organization is operating in more than
one SIAM layer
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» Boundaries of delegated authority.

2.1.4.5. Activity: Map the Existing Services and Sourcing Environment
Before a SIAM model can be designed, the current environment must be
understood. This includes:

= Existing services and the service hierarchy

= Existing service providers (internal and external)
= Confracts

= Service provider performance

= Relationships with service providers

= Cost of services.

The creation of the service hierarchy is a critical activity to support the design
of the desired future state. The hierarchy enables the identification of
essential business functions, critical service assets and dependencies across
the ecosystem.

This activity will provide clarity on the current environment. It can also help to
highlight issues including:

» Duplications in service offerings

»  Misaligned confractual commitments
» Unused operational services

» Uneconomic services

= Service risks that require mitigation.

Information about service providers can be used to decide whether they are
to be retained in the current format, or whether their services should be
sourced under new arrangements.
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2.1.4.6. Activity: Assess Current Maturity and Capability

Capability “The power or ability to do something’”

Maturity relates to the degree of formality and optimization of processes,
from ad hoc practices, to formally defined steps, to managed result
metrics, to active optimization of the processes.8

Both capability and maturity need to be assessed to inform the strategy for
SIAM.

For example: a customer organization may currently have low maturity in
service integration processes, practices, and tools; but have a high
capability in these areas. This may influence their preferred SIAM structure,
leading them to select an internally sourced service integrator.

A baselining exercise should be carried out to understand the customer
organization’s current capability and maturity in organization, processes,
practices and tools. This will inform the next stage of the roadmap.

This exercise can also identify any issues that require a review of earlier
decisions. For example, where there is insufficient capability to run the project
management office; or insufficient maturity of the incident management
process.

7 Source: Oxford English Dictionary © 2016 Oxford University Press
8 Capability Maturity Model (CMM)
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2.1.4.7. Activity: Understand the Marketplace

It is important at this stage to understand the existence and capabilities of
potential external service integrators and service providers. This will inform the
strategy for SIAM and the SIAM model.

This activity should include a review of available technologies and services
against the strategic objectives.

For example, a move to cloud services can support a strategic objective for
reduced cost of ownership.

The service providers of commodity cloud services are unlikely to take part in
the SIAM model’s boards, process forums and working groups. This could
reduce the workload of the service integrator, to a level where an internally
sourced service integrator may offer better value than an externally sourced
service integrator.

2.1.4.8. Activity: Define the Strategy for SIAM and the Outline SIAM Model
This activity will take the information and outputs from previous activities in
this stage to define the strategy for SIAM, and an outline SIAM model.

These should include:

Strategy for SIAM
» The vision for SIAM
» Strategic objectives
»  Current maturity and capability
» Existing services and sourcing environment
*  Marketplace analysis
= Governance requirements
» Proposed SIAM structure, including retained capabilities
» Proposed sourcing approach
= Justification for proposals.

Outline SIAM Model
» Principles and policies
= Governance framework
=  Qutline roles and responsibilities
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= Qutline of process models, practices, and structural elements
= Qutline of services
= Service providers to be refired.

The strategy for SIAM and the chosen SIAM model both need to align with
the original business requirements and the business strategy.

2.1.4.9. Activity: Produce the Outline Business Case
This activity will take the information and outputs from all previous activities in
this stage to produce an outline business case for SIAM.

This should include:

= Strategy for SIAM

=  Qutline SIAM model

= Current state

» Expected benefits from SIAM

= Risks

=  Qutline costs of the fransition to SIAM
= High-level plan.

The outline business case should be approved in accordance with the
customer organization’s governance arrangements before the next
roadmap stage begins.

2.1.5. Outputs
The outputs from the Discovery and Strategy stage are:

1. An established SIAM fransition project

2. Strategic objectives

3. Governance requirements and high-level SIAM governance framework
4. Defined principles and policies for roles and responsibilities

5. Map of existing services and sourcing environment
6. Current maturity and capability levels
7. Market awareness
8. Approved outline business case for SIAM
9. Strategy for SIAM
10.Outline SIAM model.
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2.2. Plan and Build

2.2.1. Objectives

The Plan and Build stage builds on the outputs from the Discovery and
Strategy stage to complete the design for SIAM and create the plans for the
transformation.

During this stage, all plans and approvals are put in place before the
Implement stage begins. The main objectives for this stage are to:

1. Complete the design of the SIAM model, including the services that
are in scope

2. Obtain full approval for the SIAM model

Appoint the service integrator and service providers

4. Commence organizational change management.

w

2.2.2. Triggers

This stage is triggered on completion of the Discovery and Strategy stage,
when the organization confirms its infention to proceed with a SIAM
implementation.

2.2.3. Inputs
The inputs to this stage are the outline business case, and the high-level
model and frameworks created during the Discovery and Strategy stage:

» Governance requirements and high-level SIAM governance
framework

= Defined principles and policies for roles and responsibilities

» Map of existing services and sourcing environment

=  Current maturity and capability levels

* Market awareness

=  Approved outline business case for SIAM

= Strategy for SIAM

= Qutline SIAM model.

In this stage, work will be carried out to further define, refine, and add detail
to the outputs from the previous stage. Some organizations may choose to
use an Agile approach for this.
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2.2.4. Activities
The activities during this stage are:

Design the detailed SIAM model

Approve the full business case

Commence organizational change management
Appoint the service integrator

Appoint service providers

Plan for service provider and service retirement
Review stage and approve implementation.

Nook~koON -~

2.2.4.1. Activity: Design the Detailed SIAM Model
The SIAM model provides the detail for how SIAM will be applied across all
parties in the SIAM ecosystem. It contains many elements, including:

Service model and sourcing approach

The selected SIAM structure

Process models

Governance model

Detailed roles and responsibilities

Performance management and reporting framework
Collaboration model

Tooling strategy

Ongoing improvement framework.

VWONOO WD~

Careful design of this model is critical to success. The design activities will not
necessarily be sequential. There is more likely to be an iterative cycle, which
starts with an initial definition, and becomes successively more detailed as
each iteration is agreed.

There must be regular review and feedback across all the design activities.
Agile approaches can be particularly useful for this. Consideration must also
be given to interdependencies between the different design activities.
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Organizations will determine the level of detail they require for their own SIAM
model. This will depend on several factors, including:

»  Strategic objectives

=  Market conditions

= Services and service complexity

= Number of service providers

= Appetite for risk

= Resource and process capability and maturity
= Available tools

= Budget.

2.2.4.1.1. Define Service Model and Sourcing Approach

This activity defines the services in scope for the SIAM model, the service
hierarchy, and how the services are grouped for sourcing. Creating the
service model is a critical activity for an effective transition to SIAM.

These areas must be clearly defined for each service:

= The service provider(s)

» The service consumer(s)

» The service characteristics, including service levels

» The service boundaries

» Dependencies with other services

» Technical interactions with other services

» Data and information interactions with other services
= Service outcomes, value, and objectives.

Services should be placed into groups, with groups assigned to specific
service providers. The service model shows the hierarchy of the proposed
services, and the service provider for each service. This forms part of the
overall SIAM model.

The model should also include the expected process interactions between
the services and service providers. Enabling practices like OBASHI? can
support this by mapping dataflow between service providers.

9 See OBASHI.co.uk for further information
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The service model will help to identify omissions, single points of failure, and
duplication.

The aim should be to achieve a balance between getting ‘best of breed’
services, the number of services and service providers, and the complexity of
the service model and hierarchy. There also needs to be a balance between
service complexity and integration complexity. Services should be designed
to minimize interactions with other services, as these interactions drive
complexity, risk, and cost.

Care should be taken when defining the services and assigning them to
service providers. The number of contact points, interactions, and therefore
opportunities for failure, will increase as the number of services and service
providers increase.

Sourcing Approach for Services

The ability to source services in groups is one of the benefits of SIAM. Rather
than having a single, monolithic contract with one service provider delivering
everything, the full range of services can be broken down into the most
efficient and best value groupings. Each group is then individually sourced,
externally or internally.

Common examples of service groups include:

Hosting

Application development and support
Desktop support/end user computing
Networks

Cloud services

Managed services.

AL S

Each group can be provided by one or more service providers. For example,
a ‘hosting’ group could include Platform as a Service (PaaS) and
Infrastructure as a Service (laaS), sourced from one or multiple providers.

The design of service groups should try to minimize any technical
dependencies between services. Dependencies create interactions
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between service providers and potential points of failure, and can increase
the workload of the service integrator.

There is no requirement within the SIAM management methodology to
separate services that logically stay together. For example, there is no need
to divide a Software as a Service offering into ‘hosting’ and *application
development and support’ if it is more logical to source it as one group.

Unnecessary separation can cause issues, such as disputes about who is
responsible for performance problems. This particularly applies to managed
services, legacy services, cloud services, and DevOps services.

There is no limit to the number of different groups within a SIAM model.
However, integration complexity will increase as the number of service
groups increases.

2.2.4.1.2. Select the SIAM Structure

The selected SIAM structure determines the sourcing approach for the
service integrator. This is a crucial decision that must be taken with care, as
any changes to the structure after this point will result in re-work and cost.

All the information gathered so far should be used to select the preferred
SIAM structure. If this is different from the proposal created during the
Discovery and Strategy stage, it may be necessary to repeat parts of that
stage.

See Section 3: SIAM Structures for more information on the advantages and
disadvantages of each structure.

2.2.4.1.3. Design Process Models

In a SIAM model, the execution of most processes will involve multiple service
providers. Each service provider might carry out individual steps in a different
way, but as part of an overall integrated process model.

Process models are therefore important SIAM artefacts; the individual
processes and work instructions are likely to remain within the domain of the
individual providers.

The process model for each process should describe:

= Purpose and outcomes
» High-level activities
» |nputs, outputs, interactions and dependencies with other processes
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» |nputs, outputs, and interactions between the different parties (for
example, between the service providers and the service integrator)

= Controls

= Measures

»  Supporting policies and templates.

Technigues such as swim lane models, RACI matrices, and process mapping
are commonly used and are helpful for establishing and communicating
process models.

The process models will confinue to evolve and improve as further activities
are undertaken in this stage, and in the Run and Improve stage. This includes
getting input from the selected service providers and service integrator.

Adding Granularity

The iterative design and development of the SIAM structure, services and
service groups, roles and responsibilities, governance model, process
models, performance management and reporting framework,
collaboration model, tooling strategy and ongoing improvement
framework, all add detail to the SIAM model.

This detailed work and iterative approach is critical to ensure that the SIAM
model will work once implemented, and that it aligns with the strategy for
SIAM and the customer organization’s requirements.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 75 of 238



SIAM® Foundation BoK

2.2.4.1.4. Design Governance Model

The governance model should be designed using the governance
framework and the roles and responsibilities. For each governance body, this
model should include:

= Scope

= Accountabilities

=  Responsibilities

= Meeting formats

= Meeting frequencies

= |npufts

= Qutputs (including reports)
= Hierarchy

= Terms of reference

= Related policies.

The governance framework should also be updated and more detail added.
This is an iterative activity that should be completed before the end of this
roadmap stage.

2.2.4.1.5. Design Roles and Responsibilities

Roles and responsibilities should be designed using the outline SIAM model
and outline process models, the SIAM structure and the governance
framework.

This should include the detailed design and allocation of roles and
responsibilities to:

= Process models

= Practices

= Governance boards

= Process forums

=  Working groups

» Organizational structures and locations for any retained
capabilities.

This work may highlight a need to review earlier designs and decisions.
Roles and responsibilities can be further developed in the Run and Improve

stage, but the detail must be confirmed in this stage before any service
integrator or service providers can be appointed.
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2.2.4.1.6. Design Performance Management and Reporting Framework

The performance management and reporting framework for SIAM addresses
measuring and reporting on a range of items including:

= Key performance indicators

= Performance of processes and process models

= Achievement of service level targets

= System and service performance

= Adherence to contfractual and non-contractual responsibilities
= Collaboration

=  Customer satisfaction.

Measurements should be taken for each service provider and its services, but
also across the end to end SIAM ecosystem.

Designing an appropriate performance management and reporting
framework for a SIAM ecosystem can be challenging. It is usually
straightforward to measure the performance of an individual service
provider; the challenge is in measuring end to end performance as
experienced by the users, particularly when there may be limited consistency
in how each of the providers measure and report.

The framework should also include the standards for:

» Data classification
» Reporting formats and frequency.

22.4.1.7. Design Collaboration Model

SIAM can only be effective when service providers, the service integrator
and the customer can communicate and collaborate with each other.

Section 7: SIAM Cultural Considerations has some examples of how to
encourage collaboration in SIAM ecosystem:s.

2.2.4.1.8. Define Tooling Strategy

A consistent and comprehensive tooling strategy is important within a SIAM
ecosystem. The tooling strategy is influenced by:

» The selected SIAM structure

= The SIAM model

» Existing customer toolsets

= Service provider and service integrator toolsets
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» Types of service provider
= Budget.

The tooling strategy should focus on supporting the flow of data and
information and process integration efficiently:

= Between the service providers
= Between service providers and the service integrator
= Between the service integrator and the customer.

This is more important than focusing on technology alone.

Many organizations use more than one toolset in their SIAM ecosystem,
selecting a range of ‘best of breed’ toolsefts for:

= Supporting service management processes
= Data analysis

» Reporting and presentation

= Event monitoring

=  Audit logging.

There are four main options for toolsets:

1. Asingle toolset is used by all parties, mandated by the customer

2. The service providers use their own toolsets and integrate them with
the service integrator’s toolset

3. The service providers use their own toolsets and the service integrator
integrates them with its own toolset

4. Anintegration service is used to integrate the toolsets of the service
providers and the service integrator.

The tooling strategy should include:

» Enterprise architecture

» Functional and non-functional requirements

» Integration requirements (technical and logical)
» Data mapping for each SIAM layer

» Data ownership

= Access control

» Measurement and reporting.
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2.2.4.1.9. Design Ongoing Improvement Framework

An improvement framework needs to be developed and maintained in
conjunction with all parties within the SIAM model. This will ensure a focus on
confinual improvement across the SIAM ecosystem.

Service providers should have incentives that encourage them to suggest
and deliver improvements and innovation.

2.2.4.2. Activity: Approve Full Business Case

At this point, the design should be detailed and complete enough to enable
the full costs of the SIAM fransition and the anticipated benefits to be
determined.

The outline business case should be reviewed and updated with detailed
information to create a full business case.

This should then be approved using the organization’s corporate
governance and approvals process. The approval allows the start of
procurement activities for any external service providers, service integrator,
and tools.

2.2.4.3. Activity: Commence Organizational Change Management

A SIAM transformation is a major business change, affecting the customer
organization, service integrator and service providers at every level.

Organizational change management will be essential if the tfransformation is
to succeed.

During any organizational change, it is important to protect the existing
service and minimize the impact on the existing organization.

2.2.4.4. Activity: Appoint the Service Integrator

Ideally, the service integrator should be selected and in place before the
SIAM model is finalised and before any service providers are selected.

If this can be achieved, the service integrator can be involved with the Plan
and Build activities. The benefits of this approach are:

» The service integrator is involved with the design and selection of
service providers, so it can use itfs experience to assist with these
activities
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» The service integrator is fully aware of the requirements placed on
the service providers during selection and appointment.

The selection process and contractual agreement for an external service
integrator may take some time. On occasion, the customer might source the
service integrator and the service providers simultaneously.

Alternatively, the service providers might already be in place or undergoing
transition from legacy contracts before the service integrator role is
confirmed.

2.2.4.5. Activity: Appoint Service Providers

Service providers cannot be selected until this point, as it will not be possible
to fully document the requirements until the SIAM model has been fully
defined.

The contracts in place in a SIAM model need to support the overall strategy
for SIAM. It is important to ensure that they include appropriate targets and
risk and reward models. Detailed requirements should be included in any
confracts or internal agreements.

Cloud Services
Where cloud services have been selected, requirements often need to be
adjusted to consider that these are commodity services.

For example, cloud commodity service providers are unlikely to take part
in boards, process forums or working groups, to change their processes, or
to integrate their toolsets with others.

The challenge is to balance the customer’s desire for specific requirements
against what is offered in the marketplace. Forcing service providers to
customize their delivery models can result in increased costs and risks.

The procurement of external service providers can take some time, which
needs to be included in any plan or timeline.
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It is important to verify that the desired service providers can meet the full set
of requirements in the SIAM model, particularly for strategic service providers.
If there are issues or gaps, this may require a return to earlier lifecycle stages
and activities.

In addition to the service providers that are appointed here, it is important to
remember that service providers can be added and removed throughout
the SIAM roadmap. Some service providers may not be appointed until after
a legacy contract has expired.

2.2.4.6. Activity: Plan for Service Provider and Service Retirement
Planning also needs to address retiring services, and any resulting transfer of
services to new service providers.

The relationships with any service providers, service dependencies, contract
end dates and potential impact of retiring a particular service or service
provider must be carefully considered.

Detailed plans should be developed for any decommissioning,
discontinuation, and transfer of services. The plans need to include
confractual restrictions, legal requirements, and lead times for service
termination.

They must also detail how data, information, and knowledge will be
transferred from retiring service providers, including:

= What needs to be fransferred

= To whom it will be transferred

= When it needs to be transferred

= How to assess if the transfer is successful.

See SIAM 8: SIAM Challenges and Risks for more information about legacy
confracts.

2.2.4.7. Activity: Review Stage and Approve Implementation

The outputs from this stage should be reviewed against decisions taken in the
previous stage, to identify if there are any issues or necessary changes. The
roadmap will then progress on to the Implement stage if approval is given.
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2.2.5. Outputs
The outputs from the Plan and Build stage are:

» Full design of the SIAM model including:
= Services, service groups, and service providers (the ‘service
model’)
» The selected SIAM structure
= Process models
»= Practices
= Structural elements
= Roles and responsibilities
= Governance model
» Performance management and reporting framework
= Collaboration model
= Tooling strategy
= Ongoing improvement framework
=  Approved business case
» Organizational change management activities
= Service integrator appointed
= Service providers appointed
= Plan for service provider and service retirement.

There may be several iterations during this stage before the outputs are
complete and the roadmap progresses to the next stage.

The outputs from Plan and Build must be detailed enough to support the
implementation activities.
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2.3. Implement

2.3.1. Objectives

The objective of this stage is to manage the transition from the organization’s
‘as is’ current state to the ‘to be’ desired future state, the new SIAM model.
At the end of this stage, the new SIAM model will be in place and in use.

2.3.2. Triggers
This stage is friggered when the organization completes all activities of the
Strategy and Design and Plan and Build stages.

The timing for the start of the Implement stage can be influenced by events
in the existing environment. For example, implementation could be triggered
by:

» The end of an existing service provider's contract

= An existing service provider ceasing to trade

» Organizational structure changes due to corporate restructure or
takeover.

The customer organization may have limited control over the timing of these
events. It may need to react to them by completing as many of the
Discovery, Strategy, Plan and Build activities as possible. There will be an
increased level of risk if the activities from these stages are not fully
completed owing to a lack of time.

2.3.3. Inputs
All the outputs from the Discovery and Strategy and Plan and Build stages
form inputs for the Implement stage.

2.3.4. Activities
The activities in this stage focus on making the transition to the new SIAM
model. They include:

1. Select the implementation approach
2. Transition to the approved SIAM model
3. Ongoing organizational change management.
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2.3.4.1. Activity: Selecting the Implementation Approach
There are two possible approaches to implementation:

1. ‘Big bang’
2. Phased.
2.3.4.1.1. ‘Big Bang’ Implementation

A ‘big bang’ implementation approach is one that infroduces everything at
once, including: the service integrator, the service providers (with new
confracts) and the new ways of working.

The ‘big bang’ approach can be high risk, because it affects the entire
organization at the same time. The resulting impact on the customer’s
business and the services provided can be very high, unless the risks are
planned for and carefully managed.

Most organizations who adopt SIAM are introducing it info an environment
with existing providers, contfracts and relationships.

This can mean that ‘big bang’ is not possible, as different contracts expire at
different tfimes. The ‘big bang’ approach does provide an opportunity to
make a ‘clean break’ from all legacy issues and behaviours at the same time
and avoids the complexities of managing a phased approach.

2.3.4.1.2. Phased Implementation

A phased implementation approach makes the transformation to the new
SIAM model in smaller, more easily managed fransition projects and
iterations. This can be achieved in several ways, including:

= One service at atime

= One service provider at a time
= One practice at a time

= One process at a fime.

This phased approach to SIAM implementation can lower the level of risk
associated with the transition, but can be more complex to manage and will
extend the total time for implementation. Specific care needs to be given to
define and understand the impact of each transition and to ensure that the
delivery of existing services continues with no disruption.
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2.3.4.2. Activity: Transition to the Approved SIAM Model
The transition activities will be dependent on the selected approach; phased
or ‘big bang’.

This activity involves:

» Establishing processes and supporting infrastructure

= Commencing transition activity to new service providers and
services

= Removing service providers who are not part of the SIAM model

= Verifying the successful execution of the transition steps

= Toolset and process alignment between all parties.

This is not a frivial activity. The number of service providers, services, processes
and toolsets will all affect the complexity of the transition. It involves the
transition to the full SIAM model, including the implementation of new:

= Service providers

= Services

» Service integrator

» Process models

= Roles and responsibilities

= Tools

* Practices

= Structural elements

= Contracts and agreements
= Governance framework

» Performance management and reporting framework.

A robust methodology should be used for this fransition, including:

» Testing (both functional and non-functional)
= Data migration

= Service introduction

= Deployment testing

= Service acceptance

» Post-transition support.
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The transition normally requires resources who are specifically dedicated to
and focused on it.

The service providers selected during Plan and Build will need to be
transferred into the SIAM ecosystem as part of the Implement stage.

Existing service providers who are taking on a new role in the SIAM ecosystem
will need to fully understand their new role, relationships and interfaces. New
service providers will need to be transitioned into the ecosystem in a
managed way.

This activity should be managed by the service integrator on behalf of the
customer. It is vital that clear ownership and roles and responsibilities are
agreed, including reporting lines, escalation paths and mandates to ensure
efficient and effective decision making.

2.3.4.3. Activity: Ongoing Organizational Change Management
Organizational change management started in the Plan and Build stage of
the roadmap. It continues through this stage and into the next.

Specific activities in the Implement stage include:

» Conducting awareness campaigns throughout the organization

= Communicating with and preparing stakeholders for the change

» Ensuring appropriate fraining is completed

= Confinuing with deployment of the organizational change plans

* Measurement of the effectiveness of communications and
organizational change activities.

It is important to focus on protecting the existing service and minimizing
organizational impact during this stage.
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2.3.5. Outputs
The output from the Implement stage is the new SIAM model that is in place
and operating, and supported by appropriate contracts and agreements.
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2.4. Run and Improve

2.4.1. Objectives
The objectives of the Run and Improve stage include:

» Manage the SIAM model

» Manage day to day service delivery

» Manage processes, teams and tools

* Manage the continual improvement activities.

2.4.2. Triggers

This stage is triggered when the Implement stage is completed. If the chosen
implementation approach is ‘phased’, Run and Improve will fake over
elements of delivery in an incremental way, as each phase, service, process
or service provider exits the Implement stage.

2.4.3. Inputs
Inputs to this stage will include:

= The SIAM model

» Process models

» Performance management and reporting framework
= Collaboration model for providers

» Tooling strategy

= Ongoing improvement framework.

These inputs have been designed during the Discovery and Strategy and
Plan and Build stages, and then transferred during the Implement stage.
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2.4.4. Activities

The activities in this stage focus on providing consistent, guaranteed service
outcomes to the business, which can be managed, measured and
improved. They include:

Operate governance structural elements
Performance management and improvement
Operate management structural elements
Audit and compliance

Reward

Ongoing change management.

ALl S A e

In the Run and Improve stage, the new operating model should no longer
be seen as ‘new’; it is just how things are done.

2.4.4.1. Activity: Operate Governance Structural Elements
Governance boards provide an important role in the conftrol of the overall
SIAM ecosystem.

During the Plan and Build stage, the high-level governance framework was
created. In Implement, it was fransferred to the live environment. In Run and
Improve, governance board members adopt their new roles.

See Section 5: SIAM Roles and Responsibilities and Section 1: Infroduction to
SIAM for more information about governance boards.

2.4.4.2. Activity: Performance Management and Improvement

The performance of all services and processes should be measured and
monitored against key performance indicators and, where appropriate,
service level targets. The measurements should be both qualitative and
quantitative.

Measurements are used to create meaningful and understandable reports
for the appropriate audiences. They provide visibility of performance issues,
and support tfrend analysis to give early warning of possible failures.
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Routine service improvement activities should include review and
management of actions arising from the information and review of report
relevance.

Within SIAM, reports also need to include feedback for how the service is
perceived by users, referred to as qualitative reporting. For more information
see Section 6: SIAM practices.

Reports can be used to identify opportunities for improvement and
innovation.

2.4.4.3. Activity: Operate Management Structural Elements
Process forums and working groups are two of the structural elements that
unite the service integrator, service providers and the customer.

They provide an environment to work collaboratively on the operation of a
specific process or processes, process outputs, issue or project.

In this stage of the roadmap, these forums and groups should be actively
working. The frequency and format of meetings will vary, but it is a good idea
to have regular contact between the forum and group members in the early
stages of implementation, as they will be instrumental in creating the
necessary collaborative culture.

See Section 5: SIAM Roles and Responsibilities, Section 7: SIAM Culture, and
Section 1: Introduction to SIAM for more information about process forums
and working groups.

2.4.4.4. Activity: Audit and Compliance
In addition to the review of reports that takes place in a SIAM environment, a
more formal audit schedule should also be introduced.

This can include process audits, service audits, service provider audits;
whatever is most appropriate for each organization and the SIAM ecosystem.
Some audits will be mandated by regulations, legislation or corporate
governance.

These audits may be performed by an external organization.
.
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Audits support ongoing assurance of compliance to the customer
organization’s legislative and regulatory requirements. They can provide
valuable information about whether elements of the model are working as
they should and help to embed a culture of improvement.

2.4.4.5. Activity: Reward

A SIAM ecosystem can challenge all stakeholders to behave in new ways.
Service providers must be encouraged to collaborate rather than protect
their own interests. Reward mechanisms can be used to encourage
collaboration and communication.

Good practices for creating a reward system include:

» Use small rewards often, linked to specific actions

»  Give rewards at unexpected times

» Reward the behaviour, not just the results

» Reward all stakeholders, not just one layer of the SIAM model
= Reward publicly.

Case Study
One customer organization has created a CIO Award for Collaboration.

This is given quarterly to the service provider who has demonstrated
excellent behaviours, including collaboration, willingness to help others,
and ease of working with them. The scores are collated and shared with
all parties.

Crucidally, service providers are encouraged to nominate each other,
encouraging them to recognize good behaviour within the service
provider layer.
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2.4.4.6. Activity: Ongoing Change Management

After the SIAM model enters the Run and Improve stage, it will change and
evolve as the sourcing landscape and business requirements change and
evolve.

Ongoing change management will include the addition and removal of
service providers, scaling the services if customer needs get grow or shrink,
and potentially changing the SIAM structure.

If major change is required, this can include going back to earlier roadmap
stages, for example to revisit Discovery and Strategy.

2.4.5. Outputs
Outputs from the Run and Improve stage fall into two categories:

= Run outputs: business as usual outputs including reports, service
data and process data

= |Improve outputs: information used to evolve and continually
improve the SIAM model.
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3. SIAM Structures

There are four common structures for a SIAM ecosystem. The difference
between each structure is the sourcing and configuration of the service
integrator layer.

The structures are:

= Externally sourced
= |nternally sourced
=  Hybrid

= Lead supplier.

The customer organization will choose a structure based on factors including:

= Business requirements

» Internal capabilities (including maturity, resources and skills)

= Complexity of the customer’s services

» Customer’s organizational structure and size

» Legislative and regulatory environment

» Customer budget

= Current organizational maturity and capability in service integration
and IT

=  Appetite for external sourcing/loss of direct control

» Required timescales

=  Appetite for risk

= Types and numbers of service providers to be managed.
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3.1. Externally Sourced Service Integrator
In this structure, the customer appoints an external organization to take the
role and provide the capabilities of the service integrator.

The service provider roles are performed by external service providers and/or
internal service providers.

The externally sourced service integrator is exclusively focused on service
integration activities and does not take any of the service provider roles, as
illustrated in figure 9.

Customer organization

Retained Capabilities

External Service Integrator

External Internal
Service Provider(s) Service Provider(s)

Figure 9: externally sourced service integrator
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3.1.1. When does a Customer use this Structure?
This structure is suitable when the customer organization does not have in-
house service integration capabilities and does not infend to develop them.

It is also commonly chosen by organizations who do not have the resources
available to take on the service integrator role, and do not want to have an
increased headcount or the management responsibilities associated with
selecting and maintaining service integration resources.

This structure is suitable for customers who are prepared for another
organization to take the service integrator role, and who are prepared to
have a high degree of trust in their external service integrator.

It relies on the customer empowering the service integrator and giving it the
responsibilities of day-to-day coordination and control of service providers,
implementing and coordinating processes and managing end to end
reporting.

For this structure to succeed, the customer needs retained capabillities to
provide strong governance over the external service integrator. These
capabilities will identify the goals and the mandate for the external service
integrator, and will communicate them clearly to all stakeholders.

The customer must allow the service integrator to act on its behalf. The
customer should not bypass the service integrator by having direct
operational relationships with the service providers.
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Summary: Externally Sourced
Suitable for:

» Customers who are prepared for another organization to take
the service integrator role

» Customers who are prepared to have a high degree of frust in
an external organization acting as their service integrator

» Customers who do not have service integration capabilities
and do not want to develop them

= Customers who do not have service integration resources and
do not want to add or manage them.

3.1.2. Advantages
The advantages of an externally sourced service integrator include:

= The opportunity for the customer to review multiple service
integrators and then select an experienced service integrator with
good reviews from previous clients

= The potential for faster benefits realization, as the service
integrator’s expertise reduces the time to implement the SIAM
roadmap; although the time required to select the external service
integrator also needs to be considered

» The potential for improved value, as the service integrator applies its
experience to manage the SIAM ecosystem in an efficient and
effective way

= Separation of concerns: the service integrator can focus on the end
to end governance and coordination of the service, processes,
meftrics and reporting and the customer organization can focus on
business outcomes and strategic objectives

= Access to established SIAM models, processes and toolsets, where
the service integrator is providing the toolset

= Access to innovative practices from the service integrator’s
experience on other SIAM implementations.
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3.1.3. Disadvantages
The disadvantages of an externally sourced service integrator include:

= The high-level of dependency on the external service integrator
adds a level of risk; including commercial, continuity and security
risks

= The potential for higher costs related to the sourcing and
management of an external organization

» The potential for resentment from any internal service provider that
is part of the customer organization, but is being managed by an
external organization

» The potential for resentment from the external service providers in
the SIAM ecosystem, particularly where the service providers and
service integrator compete in other markets. This can lead to
relationship issues and poor performance

» The external service integrator’'s models and practices might not be
the best fit for the customer organization

» The use of an external service integrator can make it more difficult
to change how the service integrator is working, because
confractual changes may be required. This means the customer will
be less agile and may result in higher costs

= There is arisk that the customer decides to appoint an external
service integrator because they do not fully understand SIAM
themselves. This is likely to increase overall costs of delivery and
result in poor service because the customer hasn't clearly defined
their own objectives

» The external service integrator must build relationships with the
customer organization and with the service providers; the time and
effort required to do this if often not accounted for in the initial
investment analysis

» The service integrator does not have a contractual relationship with
the service providers, so, without empowerment from the customer,
they can be ineffective.
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3.2. Internally Sourced Service Integrator

In this SIAM structure, the customer organization takes the role of service
integrator, providing the service integration capability. The service integrator
role and the customer role still need to be defined and managed separately.

If the customer role and the service integrator role become inseparable and
indistinct, service providers may interact with the customer as if it was part of
a traditional outsourced ecosystem. The benefits of moving to a SIAM model
would not be realized.

The service provider roles are performed by external service providers and/or
internal service providers.

The internally sourced service integrator is exclusively focused on service
integration activities.

Figure 10 shows the internally sourced service integrator structure.

Customer Organization
Retained Capabilities

Internal Service
Integrator

External Internal
Service Provider(s) Service Provider(s)

l_r

Figure 10: internally sourced service integrator
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3.2.1. When does a Customer use this Structure?
This structure is suitable for organizations where the customer already has or
intends to develop in-house service integration capabilities.

It is typically used where the customer wants to retain control and flexibility
over the SIAM ecosystem, or where timescales do not facilitate the
procurement and establishment of an external service integrator. It is also
used by organizations that have a business, regulatory or legislative need to
retain ownership of the service integration layer.

As part of this structure, the customer may use resource augmentation. This is
an approach where many of the individual roles within the service integrator
are filled using directly employed internal staff, supplemented by resources
provided by an external organization. Even though some of the staff might
not be directly employed by the customer, this still fulfils the criteria for an
internally sourced service integrator as the customer has overall ownership
and conftrol.

Summary: Internally Sourced
Suitable for:

» Customers who have in-house service integration capabilities
or plan to develop them

» Customers who have business, regulatory or legislative
requirements relating to the governance and management
of service providers

» Customers who want to retain control and flexibility over the
SIAM ecosystem

= Customers whose timescales do not allow procurement of an
external service integrator.
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3.2.2. Advantages
The advantages of an internally sourced service integrator include:

= The customer has full control over the service integrator role, with no
dependency on an external company, or any of the associated
risks and costs

=  Valuable skills remain in-house and there is no loss of key resources
or key knowledge

» The service integrator shares strategic goals with the customer
organization so there is no conflict

» The service integrator can be flexible and accommodate change
without a requirement for any confractual amendments

» External service providers will not see the service integrator as a
competitor and are thus more likely to cooperate and collaborate
with the service integrator

= The service integrator can be established more quickly because it
already understands the customer organization’s goals and drivers,
and as there is no fime required to procure and establish an
external service integrator

= The service integrator is part of the same organization that
manages service provider contracts so has direct leverage over
service providers and their behaviour and performance.

3.2.3. Disadvantages
The disadvantages of an internally sourced service integrator include:

» The customer must develop and maintain the service integrator
capability, resources and skills, and design and implement toolsefs,
sometimes with no experience of SIAM implementation

» The customer may underestimate the number of resources and the
expertise required for the service integrator capability

» The service integrator is seen as synonymous with the customer
organization; this can make it more challenging for them to
mediate between the customer and the service providers if there is
a conflict

= There is arisk that the customer decides to act as the service
integrator because they are not fully committed to SIAM, and do
not wish to formally establish and outsource the structure. If SIAM is
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not adopted fully, the benefits will be limited and there will be a
further risk that old ways of working continue

= |nternal service providers may not accept the authority of the
internal service integrator.
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3.3. Hybrid Service Integrator

In this structure, the customer collaborates with an external organization to
take the role of service integrator and provide the service integrator
capability.

The service provider roles are performed by external service providers and/or
internal service providers.

The hybrid service integrator is exclusively focused on service integration
activities and does not take any of the service provider roles.

The hybrid service integrator structure is shown in figure 11.

Customer organization

Hybrid (External & Customer) Service Integrator

External Internal
Service Provider(s) Service Provider(s)

Figure 11: hybrid service integrator
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3.3.1. When does a Customer use this Structure?

This structure is suitable for organizations that wish to retain an element of
involvement in the service integrator role, but do not have sufficient in-house
capabilifies or resources.

In the hybrid structure, the service integration capability is created through
collaboration between the customer and an external service integrator
acting as a service integration partner. This can allow the customer
organization to learn from an external service integrator that already has
expertise in that role.

This structure can be temporary or permanent. If it is femporary, the hybrid
approach will end when the customer has developed sufficient service
integration skills and resources in-house and has moved to an internally
sourced structure. If it is permanent, the hybrid approach will continue
indefinitely.

In this structure, it is normal to allocate specific service integration roles,
functions and structures to either the customer or the service integration
partner. This differentiates this structure from the resource augmentation
approach that can be applied to the internally sourced structure.

Summary: Hybrid
Suitable for:

» Customers who want to act as a service integrator but do not
have sufficient capability or resources

» Customers who want to learn from an external service
integrator

» Customers who want the flexibility of a temporary or
permanent hybrid service integrator.
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3.3.2. Advantages
The advantages of a hybrid service integrator include:

= The customer develops skills and resources, and can revert to an
internally sourced solution if the service integration partner fails to
live up to inifial expectations

» Benefits can be realized more quickly, as the service integrator
brings expertise and collaborates with the customer, reducing the
time it takes to transition to a SIAM model

= Access to commercial skills and knowledge; the service integrator
can help the customer to negotiate with the service providers and
avoid common mistakes.

3.3.3. Disadvantages
The disadvantages of a hybrid service integrator include:

» The customer must develop a service integration capability, and
recruit and manage resources

=  Without clear design, this structure can lead to duplication of skills,
missed activities, confusion about responsibilities and poor definition
of where the boundaries of operation lie

» This structure can be confusing for the service providers where a
clear governance framework and communication plan have not
been implemented

= When the hybrid approach is meant to be temporary, the customer
may inadvertently build a long-term dependency on the service
integration partner

» Organizations may adopt the hybrid model because they are
reluctant to give up control, not for a valid business reason. This can
lead to the benefits of SIAM not being realized.
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3.4. Lead Supplier as Service Integrator
In this structure, the role of service integrator is taken by an external
organization that is also an external service provider. This can occur when:

= An existing service provider successfully bids to be the service
integrator as part of a procurement process

» The existing service integrator successfully bids to be a service
provider as part of a procurement process

» One external organization wins two parts of a tender and so
becomes the service integrator and a service provider.

The organization that is a service provider and the service integrator is
referred to as the lead supplier.

This structure is sometimes referred to as ‘guardian’ or ‘custodian’. It's
important to emphasize that the contractual relationship in this structure
remains between the customer organization and the service providers. The
service integrator does not have a contractual relationship with the service
providers.

Prime Vendor

The lead supplier structure is different to the model known as ‘prime’ or
‘orime vendor’, where a service provider sub-contfracts other service
providers to deliver the service, and the customer only has a contractual
relationship with the prime vendor.

Any of the service providers in any of the four SIAM structures could be a
prime vendor, using one or more sub-contracted providers as part of its own
service delivery. However, these sub-confracts are not visible within the SIAM
ecosystem. The relationships in the SIAM ecosystem are between the service
provider, the service integrator and the customer. The sub-contracts of a
particular service provider are not relevant from the SIAM perspective if the
service provider can deliver its service to the agreed levels.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 105 of 238



SIAM® Foundation BoK

Figure 12 shows the lead supplier structure.

Customer organization

Retained Capabilities

External Service Integrator

External Internal
Service Provider(s) Service Provider(s)

Figure 12: lead supplier as service integrator

3.4.1. When does a Customer use this Structure?

A customer would choose this structure for the same reasons that it would
choose an externally sourced service integrator; i.e. it does not have its own
service integration capabilities or resources and does not wish to develop
and maintain them.

In this structure, when the customer goes out to tender to choose a service
integrator, one of its existing service providers may already have in-depth
knowledge of the customer organization, and the customer knows and tfrusts
them. This could facilitate that service provider also being the service
integrator.
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Conversely, the current service integrator may also have expertise in the
delivery of one or more of the services (or service elements) and be could
selected for that reason.

If a single organization is acting as both the service integrator and a service
provider, there are management considerations that need to be addressed.
These include:

» Making sure there is no unfair advantage for the service integrator
or the service provider

*  Maintaining the impartiality of the service integrator role

» Ensuring that the customer is not being charged twice for the same
capabilities.

This requires clear segregation of duties in the lead supplier, often known as
‘Chinese walls’.

The service integrator and the service provider roles should be viewed and
managed as two separate entities (as if they were separate organizations).
They will each have their own contract or agreement, roles, responsibilities

and reporting requirements.

Ideally, different resources will work in the service integrator and service
provider entities to reduce the likelihood of any conflict of interest.

Summary: Lead Supplier
Suitable for:

» Customers that have a trusted service provider that also has
service integration capabilities

» Customers that have a trusted service integrator that also has
service provider capabilities

= Customers that are prepared for another organization to take
the service integrator role

» Customers that do not have service integration capabilities or
resources and do not plan to develop them.
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3.4.2. Advantages
The advantages of a lead supplier service integrator are mostly the same as
those for an externally sourced service integrator.

There are some additional advantages:

» Where the service integrator is currently acting as a service
provider, the set-up process can be faster as there is an existing
relationship with the customer

= From the customer’s perspective, the service integrator has a
vested interest. If the service fails, it will be subject to penalfies at
the service provider level, so it has an extra incentive to deliver to
agreed targets.

3.4.3. Disadvantages
The disadvantages of a lead supplier service integrator are mostly the same
as those for an externally sourced service integrator.

There are some additional disadvantages:

» The organization acting as the service integrator and service
provider might not have effective internal governance, leading to
knowledge ‘leaking’ between the two roles. This will create
relationship issues between the service integrator and other service
providers if this is perceived as an unfair advantage

» The organization acting as the service integrator and service
provider might be perceived to be biased, even if this is not the
case, which can also lead to the service integrator/service provider
relationships suffering

» The organization acting as service integrator and service provider
might charge the customer twice for the same resources; for
example, service desk resources shared between the two roles, or
management resources shared between the service provider and
service integrator roles

= The service integrator part of the organization could treat its service
provider function harshly or unfairly to try and prevent any
allegations of bias, which can also create relationship and service
management issues.
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4. SIAM and Other Practices

This section of the Body of Knowledge looks at examples of enabling
practices, and how they relate to a SIAM ecosystem.

This includes examples from the management frameworks, methods and
standards of:

» [T service management (including ITIL® and ISO/IEC 20000)

= Lean
= COBIT® 5
= DevOps

» Agile, including agile service management.

For each practice, there is a short summary followed by examples of their
relevance in a SIAM ecosystem.

This is not an exhaustive list. There are other practices that can complement
and support implementation, operation and improvement in a SIAM
ecosystem. These include:

=  ADKAR: for organizational change

= BiSL: for business information management

= TOGAF, IT4IT, and other architectural practices

= |SO/IEC 30105: for IT enabled services -business process outsourcing

= |SO/IEC 38500: for governance of IT

=  CMMI: for services, for process assessments

=  OBASHI: for mapping relationships, dependencies, and flows of
data and information

» Project management methodologies.
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4.1. IT Service Management

IT service management (ITSM) defines the capabillities that support the
implementation and management of quality IT services that meet the needs
of the business.

IT service management is performed by IT service providers through an
appropriate mix of people, process and information technology.

There are two ITSM practices that are particularly relevant to SIAM:

1. ITIL®
2. I1SO/IEC 20000.

4.1.1. What is ITIL®?

ITIL® is the most widely accepted approach to IT service management in the
world. ITIL® can help individuals and organizations use IT to realize business
change, fransformation and growth.

ITIL® advocates that IT services are aligned to the needs of the business and
support its core processes. It provides guidance to organizations and
individuals on how to use IT as a tool to facilitate business change,
transformation and growth.

The ITIL® best practices are currently detailed within five core publications:

= Service Strategy

= Service Design

= Service Transition

= Service Operation

» Continual Service Improvement.10

These five volumes map the ITIL® service lifecycle.

10 Source: AXELOS.com
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4.1.2. ITIL in a SIAM Ecosystem
In most cases, transitions to SIAM will take place in an environment that
already uses some IT service management processes based on ITIL®.

SIAM doesn’t replace ITIL®; it builds on ifs processes, practices and
techniques and adapts them to work effectively in a multi-service provider
environment,

Within a SIAM transformation program, consideration must be given to how
existing ITIL® processes need to be adapted and augmented to integrate
the local processes of multiple service providers.

For example, the incident management process will have similar steps, but
will need adaptation to support the transfer of incidents and updating of
related information between the service providers and with the service
integrator.

4.1.2.1. Service Strategy and SIAM

The objective of Service Strategy is to decide on a strategy to serve
customers. Starting from an assessment of customer needs and the market
place, Service Strategy determines which services the IT organization is to
offer and what capabilities need to be developed. Its goal is to make the IT
organization think and act in a strategic manner.

Strategic processes include demand management, business relationship
management, service portfolio management and financial management.

Within the ITIL® guidance, the customer is accountable and responsible for:

» Seftting strategy direction and required outcomes
» Delivery of outcomes
= Execution of strategic processes.

In a SIAM ecosystem:

» The customer is accountable for defining strategy and outcomes
» The accountability for processes to deliver the strategy and
outcomes can be devolved to a service integrator
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= Service providers are responsible for the delivery of supporting
outcomes

= Responsibility for execution of strategic processes may be shared
between the customer and the service integrator. For example, the
service infegrator may collect financial management information
which is passed back to the customer for analysis.

4.1.2.2. Service Design and SIAM
The objective of Service Design is to ensure that new and changed services
are designed effectively to meet customer expectations.

Design processes include service level management, capacity
management, availability management and information security
management.

In a SIAM ecosystem, similar processes can be used, but will be adapted to
span the SIAM layers:

» The customer is accountable for the overall design and any
investment

= The service integrator is accountable for the execution of service
design processes for the end to end services. It is also responsible for
directing and coordinating the design activities of the service
providers

= The service providers are responsible for the execution of the service
design processes for their own services, but will need to work with
other service providers and the service integrator on the integrated
end to end service.

For example, service providers are responsible for capacity management of
their own services, but will provide component and system level information
and data to the service integrator. The service integrator is then responsible
for capacity management of the end to end integrated services, using this
data and information. The customer is accountable for taking any strategic
investment decisions related to capacity.
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4.1.2.3. Service Transition and SIAM

The objective of Service Transition is to build, test, and deploy IT services.
Service Transition also makes sure that changes to services and service
management processes are carried out in a coordinated way.

Transition processes include change management, release management
and configuration management.

Within the SIAM ecosystem:

» The customer is accountable for the approval of strategic changes

= The service integrator is accountable for the successful deployment
of changes. It is also responsible for related activities including
directing and coordinating the service providers, assuring
integrated changes, and communicating consolidated information
on future changes

= The service providers are responsible for the build, test, and
deployment of their own changes, and for working with other
service providers and the service integrator on the service transition
processes for the integrated end to end service.

For example, the service integrator is responsible for an integrated change
adyvisory board which brings together all service providers in the assessment
and approval of changes to the end to end services.

4.1.2.4. Service Operation and SIAM

The objective of Service Operation is to ensure that live IT services are
delivered effectively and efficiently. This includes fulfilling user requests,
resolving service failures, fixing problems, as well as carrying out routine
operational tasks.

Operational processes include incident management, problem
management, request management and access management. Operational
functions include the service desk.
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Within the SIAM ecosystem:

» The service integrator is accountable for the successful execution of
the service operation processes. It is also responsible for direction
and coordination of service providers in circumstances where there
is no clear ownership, or when the end to end service levels are
compromised

= The service providers are responsible for the execution of the
processes, including working with other service providers and the
service integrator when their involvement is required.

For example, an incident affecting service availability could be referred to
three different service providers for investigation. None of them have
identified a possible solution, and the service level is about to be breached.
The service integrator needs to step in and manage the situation,
coordinating the investigations of the different service providers via a working

group.

Each service provider will run their own operational functions, including
application management, technical management and IT operations. The
service integrator should have a coordinated view of the overall status of
service availability, performance, and events. The service provider's
supporting processes would provide data to the service integrator.

4.1.2.5. Continual Service Improvement and SIAM

Continual service improvement offers a mechanism for the IT organization to
measure and improve service levels, technology and the efficiency and
effectiveness of processes used in the overall management of services.

It is important to implement service improvement across the SIAM ecosystem.
Getting a single organization to adopt service improvement can be a
challenge; the challenge is significantly greater in the layers of the SIAM
ecosystem.

The same approaches can be used, but with a focus on a collaborative
approach to improvement initiatives. This may require cultural change to
support collaboration. See Section 7: SIAM Cultural Considerations for further
information.
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For example, one service provider wants to intfroduce new analysis codes to
improve problem management frend analysis. Their service is dependent on
a service from another service provider. Unless both service providers work
together, and with the service integrator, the new analysis codes cannot be
introduced.

4.1.3. What is ISO/IEC 200007

ISO/IEC 20000 is the first international standard for IT service management.
It was developed in 2005... and revised in 2011.

ISO/IEC 20000... was originally developed to reflect best practice
guidance contained within the ITIL® framework, although it equally
supports other IT service management frameworks and approaches
including Microsoft Operations Framework and components of ISACA's
COBIT® framework.!!

ISO/IEC 20000 is an international standard for IT service management.
Organizations can be certified against the standard by an independent
Registered Certification Body. It is a standard for IT service providers.

ISO/IEC 20000 requires an organization to have a Service Management
System (SMS) that complies with the requirements of the standard. The SMS
defines several items including:

» Services, organizations, and locations in scope

= Service management processes

= Service management policies

= Governance of processes operated by other parties.

To obtain certification, organizations must demonstrate compliance with
every requirement in the standard, including all processes and policies.

11 Source: https://en.wikipedia.org/wiki/ISO/IEC_20000
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ISO/IEC 20000 includes these process areas:

» Design and fransition of new or changed services
= Service delivery

= Resolution

= Relatfionship

= Control.

Figure 13 shows the process areas and processes in an ISO/IEC 20000 service
management system.

/ Service Management System (SMS) \
Management responsibility Governance of processes operated by
Establish the SMS other parties
Resource Management Documentation Management

Design and transition of new
or changed services

Service

Requirements

Service Delivery

Capacity Service Level Information Security
Management Management Management
Customer Service Continuity ~ Service Reporting Budgeting & Customer
& Availability Accounting
Management Control for Services
Release & Deployment Management
Configuration Management

; Change Management
Resolution Relationship
Incident and Service Request Business Relationship
Management Management
Problem Management Supplier Management

Figure 13: ISO/IEC 20000 service management system
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4.1.4. 1ISO/IEC 20000 in a SIAM Ecosystem

ISO/IEC 20000 is aligned with ITIL®. Most transitions to SIAM will take place in
an environment that already uses some IT service management processes
that are included in ISO/IEC 20000.

Therefore, it can be useful in SIAM ecosystems, but there are some
challenges and limitations that need to be considered. ISO/IEC 20000 was
developed from the perspective of IT service providers, not SIAM ecosystems.

Service providers may find the requirements of the standard exclude some
essential considerations for SIAM, including:

» Collaboration

= Process integration

» Toolset integration

» Practices

=  Multi-organization governance models.

This has been recognized by the standards bodies, and further development
of the standard is underway to address these aspects.

The usefulness of the standard in SIAM ecosystems, and the challenges and
limitations, are different for each SIAM layer.

4.1.4.1. Customer Layer

Customers who already have ISO/IEC 20000 will need to update their SMS to
reflect their fransformation to a SIAM ecosystem, and the intfroduction of a
service integrator.

Customers who want to get certification to ISO/IEC 20000 can use their SIAM
model as the basis for their SMS. However, getting certification may be a
challenge if the service integrator is external, and majority or all the service
providers are external.

4.1.4.2. Service Integrator Layer
Organizations who want to be a service integrator may already have ISO/IEC
20000 certification. Whilst this will give an independent assessment of the

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 117 of 238



SIAM® Foundation BoK

maturity and scope of their IT service management system and processes, it
does not give any assessment of their capability in service integration.

ISO/IEC 20000 does not assess service integration processes, practices,
policies or governance models. If a customer organization is using
certification against ISO/IEC 20000 as one of the criteria for selecting an
external service integrator, they will need to add specific service integration
criteria.

Service integrators who want to be certified against ISO/IEC 20000 will find
that many of the requirements of the standard do not fully align with the role
of a service integrator.

For example, ISO/IEC 20000 does allow for external organizations to operate
processes under the governance of the organization being certified.
However, many Certification Bodies would find it a challenge to accept the
situation where most process steps in the SIAM ecosystem are operated by
external service providers, which will be the case for many SIAM
implementations.

4.1.4.3. Service Provider Layer

A service provider that does not have ISO/IEC 20000 will be able to use the
requirements of the standard as the basis for the development of the
processes and policies that they require for SIAM.

However, they must compare these against the requirements from the
service integrator. This might highlight potential conflicts between the
requirements of ISO/IEC 20000 and the requirements of the SIAM model. It
can sometimes be difficult for a service provider in a SIAM ecosystem to
demonstrate that they have sufficient scope of control over their services,
where the service integrator takes on some of these responsibilities.

For example, ISO/IEC 20000 expects a service provider to have contracts with
other service providers that their services are dependent on. In a SIAM
ecosystem, the customer will own the contracts with the service providers.

Service providers may already have certification against ISO/IEC 20000. This
can be used as one of the criteria for selecting service providers for a SIAM
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ecosystem. Whilst this provides an independent assessment of the maturity
and scope of their IT service management system and processes, it will not
give any indication of their ability to operate in a SIAM ecosystem.

A service provider that already has ISO/IEC 20000 will need to compare how
they have addressed the requirements from the standard with the
requirements from the service integrator. Any changes necessary to comply
with the SIAM ecosystem requirements need to be carefully considered in
case they invalidate their ISO/IEC 20000 cerfification. The service provider
may need to make a major change to the scope of their certification, and
potentially be recertified.
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4.2. Lean

4.2.1. What is Lean?

The core idea of Lean is to maximize customer value while minimizing
waste. Simply, lean means creating more value for customers with fewer
resources.

A lean organization understands customer value and focuses its key
processes to continuously increase it. The ultimate goal is to provide
perfect value to the customer through a perfect value creation process
that has zero waste. 12

Lean thinking started in the manufacturing sector as a way to:

» Improve efficiency

= Remove delays in delivery
= Reduce overall costs

= |mprove quality.

Lean techniques focus on removing any activities or ‘Muda’ (waste) that
don’t add value to the finished product. This includes reviewing, and where
appropriate removing:

» Double handling

= Wait times

» Unbalanced process flows
» Queues

=  Constraints.

Lean thinking has since been applied to other sectors, including IT service
management and IT. For example, Lean IT takes lean manufacturing
principles and applies them to the development and management of IT
products and services.

Agile is a development of Lean.

12 Source: Lean Enterprise Institute
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4.2.2. Lean in a SIAM Ecosystem
Using techniques from Lean can help to increase delivered value and
maximise efficiencies in a SIAM model.

The techniques can deliver particular value when applied to processes. The
application should start in the Plan and Build stage of the roadmap, to assist
the design of efficient processes. Continual improvement should then be
applied, using the same Lean thinking during the Implement and Run and
Improve stages.

Every step in every process should be analyzed. Considerations should
include:

= What value does this step add to the outputs from the previous
step?

= Does that value conftribute to the expected outputs from the whole
processe

= Does this step repeat any work done in a previous step?

= Does this step repeat any work done in any other processe

= Are there any times during the step when no work is being carried
out?

= Can the process step cope with the expected workload?

One of the key concepts from Lean is that quality should be designed into a
product, not added into it by inspection. Wherever possible, processes should
be designed to consistently deliver outputs with the required quality. Any
subsequent quality inspections by the service integrator or customer should
be examined to justify why they are required.
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For example, consider the management of a change request sent from a
service provider to the service integrator for approval, as shown in

Process Step:

Potential Waste

Send change request to the
service integrator

Service integrator logs and
reviews the change request

Pause in the process: the change
request sits in an email inbox until read
Double handling: change request has
already been reviewed by the service
provider

Service integrator’'s change
manager assesses the change

Pause in the process: the change
request sits in an email inbox until read
Double handling: change request has
already been assessed by the service
provider

Change manager circulates the
change request to the integrated
change advisory board members

Pause in the process: the change
manager only sends out change
requests once a week

Integrated change advisory
board members assess the
change

Pause in the process: the change
request sits in an email inbox until read
No value added: Some board
members don’t have the skills or
knowledge to assess the change

Integrated change advisory
board schedule the change

Pause in the process: the board only
meets once a week

Change manager authorizes
deployment of the change

Pause in the process: the change
manager doesn’'t authorize until the
day after the Integrated change
advisory board meeting

Table 1: management of a change request and sources of waste
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43. COBIT®

4.3.1. What is COBIT®?

COBIT® is a control framework for the governance and management of
enterprise IT.13

The latest version is COBIT 5®.
The official guide from ISACA documents the five principles of COBIT 5®:

Meeting stakeholder needs

Covering the enterprise end to end
Applying a single integrated framework
Enabling a holistic approach

Separating governance from management.

Al

It also defines the seven supporting enablers that form the framework:

Principles, policies and frameworks
Processes

Organizational structures

Culture, ethics and behaviour
Information.

Services, infrastructure and applications
People, skills and competencies.

Nk~

COBIT 5® includes:

» Framework to organise IT governance objectives and practices
= QOrganizes IT governance objectives and good practices by IT
domains and processes, and links them to business
requirements
= Process descriptions

13 Source: ISACA
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» Areference process model and common language for
everyone in an organization. The processes map to
responsibility areas of plan, build, run and monitor

= Confrol objectives

» Provide a complete set of high-level requirements to be
considered by management for effective control of each IT
process

» Management guidelines

= Help assign responsibility, agree on objectives, measure
performance, and illustrate interrelationship with other
processes

=  Maturity models

= Assess maturity and capability per process and helps to

address gaps.

4.3.2. COBIT 5® in a SIAM Ecosystem

The five principles of COBIT® and the seven supporting enablers have clear
synergies with SIAM as described in Section 2: SIAM Roadmap, Section 6:
SIAM Practices, Section 7: SIAM Cultural Considerations, and the SIAM
Foundation® Process Guide.

Table 2 shows how the COBIT® components can map fo SIAM.

COBIT® Component SIAM Component

Practices, governance model,
Framework

structural elements
Process descriptions Process models and processes
Control objectives No direct equivalent
Management guidelines Governance model
Maturity model No direct equivalent

Table 2: COBIT® components and SIAM components

In a SIAM ecosystem, governance and management of information become
more complex due to the number of stakeholders and organizations
involved. The control objectives and maturity models from COBIT® can be
particularly useful in addressing this complexity during the Discovery and
Strategy and Plan and Build stages of the SIAM Roadmap.
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Control objectives assist in defining the specific controls that should form part
of the governance model. Maturity models help to define the current state
during the discovery activities.
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4.4. DevOps

4.4.1. What is DevOps?

DevOps represents a change in IT culture, focusing on rapid IT service
delivery through the adoption of agile, lean practices in the context of a
system-oriented approach. DevOps emphasizes people (and culture), and
seeks to improve collaboration between operations and development
teams. DevOps implementations utilize technology — especially
automation tools that can leverage an increasingly programmable and
dynamic infrastructure from a life cycle perspective.4

DevOps embraces the full lifecycle of software development and operation.
It is a flexible philosophy and approach, not a standard or a framework with
prescriptive processes. DevOps thinking focuses on aspects including:

=  Ownership and accountability

= Systems thinking

»  Confinual experimentation and learning
» Collaborative culture and sharing

=  Automation

= Elimination of waste/Lean principles

= Measurement.

4.4.2. DevOps in a SIAM Ecosystem

4.4.2.1. Ownership and Accountability
DevOps is designed to deliver working software and solutions at pace, with a
culture of full ownership and empowerment of the DevOps team.

This can seem at odds with the governance and assurance roles of the
service integrator, and it can cause tension with service providers who have
adopted DevOps, as the service integrator can be considered to add delay
to the implementation of change, with no added value.

14 Source: Gartner
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DevOps uses the same team to specify, develop, test, deploy, and fully
support services, including applications and infrastructure. This can conflict
with the segregation of duties required in some SIAM models.

DevOps thinking can also conflict with SIAM sourcing approaches and
grouping of services, where different service providers support infrastructure
and applications. Most DevOps teams prefer to be responsible for all aspects
of the service.

4.4.2.2. Culture and Sharing
The concepts from DevOps that relate to behaviour can be particularly
useful in building a strong culture in SIAM ecosystem:s.

The focus on culture and sharing encourage collaboration and
communication throughout the service lifecycle, using co-located mulfi-
disciplinary teams who all share the goal of delivering outcomes that the
customer wants.

For example, in a DevOps environment all members of the team are
accountable for the success of a change; they take collective responsibility
and accountability for approval. Contrast that with a typical IT service
management approach that expects a single individual to be accountable.
Using collective accountability for decisions in SIAM ecosystems can help to
create the necessary collaborative culture.

4.4.2.3. Automation
Automation of activities such as testing and deployment is an important
feature of DevOps.

Automation can speed up delivery and reduce risks. Automation needs to
be integrated with the change management governance requirements in a
SIAM ecosystem.

DevOps thinking can also help to address some common SIAM challenges,
applying automation to overcome problems caused by a lack of integrated
toolsets.
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4.4.2.4. Continual Experimentation and Learning
An important DevOps concept is the incremental deployment of new
functionality, followed by user feedback before the next increment.

This can be problematic in a SIAM ecosystem, as the deployment will impact
multiple service providers.

If DevOps is adopted, the service providers and the service integrator will
need to collaborate to build and maintain comprehensive automated test
suites for the end to end services.

DevOps also encourages a culture of experimentation and learning in ways
of working. Failures are a learning opportunity, not a blaming opportunity.
This culture can be used to reinforce a culture of collaboration in a SIAM
ecosystem.
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4.5. Agile, Including Agile Service Management

4.5.1. What is Agile?

Agile is a set of principles under which requirements and solutions evolve
through the collaborative effort of self-organizing cross-functional teams.15

Agile thinking originated in software development. It used and built on Lean
techniques from the manufacturing sector. In 2001, the Agile was published
which encapsulates the four values and twelve guiding principles for Agile.

Agile thinking and the Manifesto have now been successfully applied in
many different disciplines and situations, including project management,
service management, DevOps, and SIAM.

Compared to fraditional ‘waterfall’ approaches, Agile delivers changes
more frequently, with smaller amounts of change delivered in each iteration.
This provides a faster realization of benefits and reduced business risk.

The Agile approach also allows easier change of direction. For example,
allowing a business to realize that a new service will not deliver the expected
benefits before too much investment is made in its development.

Agile is a mind-sef; it is not a set of processes. An organization doesn’t ‘do’
Agile; it becomes Agile.

4.5.2. What is Agile Service Management?

Agile Service Management (Agile SM) ensures that ITSM processes reflect
Agile values and are designed with “just enough” control and structure in
order to effectively and efficiently deliver services that facilitate customer
outcomes when and how they are needed.!é

15 Source: Wikipedia
16 Source: Agile Service Management Guide, © DevOps Institute 2015
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The goals of Agile SM include:

» Ensuring that Agile values and principles are embedded into every
service management process from design through implementation
and confinual improvement

= Improving IT's entire ability fo meet customer requirements faster

» Being effective and efficient (Lean)

= Designing processes with “just enough’ scalable control and
structure

* Provide services that deliver ongoing customer value.

4.5.3. Agile in a SIAM Ecosystem
Any SIAM implementation will benefit from a focus on the values of Agile.

The values from the Agile Manifesto can be adapted to apply in SIAM
ecosystems; all parties in the ecosystem should value:

» |ndividuals and interactions over processes and tools
=  Working services over comprehensive documentation
» Collaboration over contracts

» Responding to change over following a plan.

The items on the right have value, but priority should be given to the items on
the left.

Agile approaches can be used to design, develop, and implement many
parts of a SIAM model, SIAM structure, and a SIAM roadmap, including:

= Processes

= Policies

» Tooling

= Service improvements
= Structural elements.
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Applying the four values and twelve guiding principles from the Agile
Manifesto to IT service management and SIAM can:

» |mprove delivery and the flow of work

= |Improve customer satisfaction

=  Support collaboration across the SIAM ecosystem

= Support incremental process improvement

»  Provide flexibility

= Allow early identification of course corrections or changes of
direction.
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Table 3 provides some adapted examples of the twelve Agile principles,
applied in a SIAM ecosystem.

Agile Principle SIAM Application

Agile could be applied in a phased
implementation of SIAM to address an
issue with the current services, such as
uncoordinated changes

The end to end change and release
management processes and
supporting governance should be
designed to support rapid test,
approval, and deployment of
releases

The service integrator should trust the
service providers and empower them
to deliver their services without
interference

Working groups and process forums
are an effective way to convey
important information to service
providers. Video conferencing and
chat technology can be used to
make this virtually ‘face to face’
Process forums can support the
Continuous attention to excellence | development and use of best

and good design enhances agility | practice across the service provider
community

The SIAM model should be
understandable. If not, service
providers may have difficulty in
understanding and applying it
Embodied in a SIAM environment
through trust, empowerment, working
groups and process forums

Process forums and governance
boards should use data and
information to identify areas for
improvement, then action those
improvements. Positive behaviours
should be encouraged and rewarded

The highest priority is to satisfy the
customer through early and
continuous delivery

Deliver releases frequently

Build projects around motivated
individuals. Trust them to get the job
done

Face to face conversation is the
most efficient and effective
method of conveying information

Simplicity is essential

The best outputs emerge from self-
organizing teams

Reflect at regular intervals on how
to become more effective, then
tune and adjust behaviours

Table 3: examples of Agile principles applied in a SIAM ecosystem
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4.5.4. Agile Service Management in a SIAM Ecosystem
Agile Service Management in a SIAM ecosystem can enable:

» Agile process design: uses agile techniques to design IT service
management processes. These are designed and implemented in
small, frequent releases; typically using 2 to 4 week cycles. The first
cycle should deliver a Minimum Viable Process (MVP), which is the
smallest amount of functionality that is needed. This enables early
use and feedback, which is then fed into the next cycle

» Agile process improvement: uses agile techniques to improve
processes. Within one service provider, the process owner should be
empowered to improve their process. In the wider SIAM ecosystem,
the process forum should be given that empowerment. Individual
improvements should be designed and implemented using a
regular, short cycle. The priority should be customer satisfaction.
Lean thinking can be applied to find and remove waste and
activities that add no value.

Summary

These, and other, practices can provide support to SIAM. Care should be
taken to understand them in more detail, and to adapt them where
required for use in a SIAM ecosystem.
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5. SIAM Roles and Responsibilities

This section of the Body of Knowledge looks at roles and responsibilities in a
typical SIAM ecosystem. This includes looking at the specific role of each
SIAM layer, and the way that roles are grouped into structural elements.

A role is defined as “the position or purpose that someone or something has
in a situation, organization, society, or relationship™1”

A responsibility is defined as “something that it is your job or duty to deal
with''18

5.1. Roles and the SIAM Roadmap
Within a SIAM ecosystem, roles and responsibilities need to be defined,
allocated, monitored and improved.

Principles and policies for roles and responsibilities are defined during the
Discovery and Strategy stage of the SIAM roadmap, before detail is added
during Plan and Build. Roles and responsibilities are then allocated during
the Implement stage and monitored during Run and Improve.

The four main activities related to roles and responsibilities are:

1. Definition of principles and policies
2. Design

3. Allocation

4. Monitoring and improvement.

5.1.1. Definition of Principles and Policies
Definition of the principles and policies for roles and responsibilities is a vital
step in the design of the SIAM ecosystem.

During the Discovery and Strategy stage, existing roles and job descriptions
are mapped and compared to required responsibilities (for instance, those
defined within the governance framework) and the selected SIAM structure.

17 Source: Cambridge Dictionary
18 Source: Cambridge Dictionary
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During the Discovery and Strategy stage, the roles and responsibilities
themselves are not detailed; they are revisited and more detail is added
during the design activities in the Plan and Build stage.

There is no single, ideal mapping of roles and responsibilities for a SIAM
ecosystem. Each SIAM model will be different, depending on what the
customer organization wishes to retain, and what it is prepared to source
externally from the service integrator and/or the service providers.

The customer organization’s decision about what to source internally, and
what to source externally, will be influenced by several factors:

» The overall objectives for implementing SIAM

» The selected SIAM structure

» The customer’s strategy and organizational goals

=  Customer capability and skill levels

» What the customers regards as a strategic capability that is
essential to retain

= Existing service provider relationships and outsourced roles and
responsibilities.

The Service ‘Menu’

We can think of this process as like choosing food from a menu. The
customer is given the opportunity to review the roles and responsibilities
and can select the options that are attractive to them.

This process puts the customer in control, allowing it to retain activities it
sees as too risky or complex to outsource, and to fransfer responsibility for
tasks that it no longer wishes to undertake itself, or that can be effectively
sourced externally.
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5.1.2. Design

During the Plan and Build roadmap stage, detailed roles and responsibilities
are designed using the outline SIAM model and outline process models, the
SIAM structure and the governance framework.

5.1.3. Allocation
During the Implement stage, roles and responsibilities are allocated.

There are some roles that will always be allocated to specific SIAM layers:

» The customer organization must retain any roles that are mandated
by legislation or regulations

» The service integrator will always be accountable for service
governance, management, integration, assurance, and
coordination, including end to end service management, service
provider management, monitoring and reporting

» The service providers will fulfil service delivery roles.

5.1.4. Monitoring and Improvement

Once the roles and responsibilities are established, they are monitored to
determine their effectiveness and to identify any opportunities for
improvement. Improvements can be made to the individual roles and to the
interfaces between roles.

Roles will need to be reviewed following any restructuring activities across the
organization to ensure they remain aligned and effective.
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5.2. How s a Role Different in a SIAM Ecosystem?

The definition of roles and responsibilities in a SIAM ecosystem must recognize
that they will be applied in a multi-provider environment. Without careful
desigh and management of roles and responsibilities, there is a higher risk
that activities could be missed or duplicated as more parties are involved
and the ecosystem is more complex.

Mapping Activities

In a SIAM ecosystem, one process or activity might span the three layers.
For example, consider change management:

» Customer layer: has input to change authorisation and
scheduling

» Service integrator layer: manages the integrated change
management process

» Service provider: initiates changes, presents them to the
change advisory board, implements changes.

There is also an opportunity for multiple roles to be performed by one
person. For example, a process manager for a service provider might
have:

= A change management role, attending the change advisory
board

= A problem management role, attending a problem
management working group

» A knowledge management role, providing input into
knowledge articles.

The way that roles are allocated will depend on factors including the size
and complexity of the SIAM ecosystem and resource availability and
capability.
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5.2.1. The Role of the Customer Organization

Outside of a SIAM model, it is usual for the customer to have a direct
relationship with its service providers. In the SIAM ecosystem, the customer
needs to understand that its role is to support and empower the service
integrator. If the customer continues to work directly with service providers
within a SIAM ecosystem, it may inadvertently create a ‘Shadow IT' structure.

5.2.2. The Role of Retained Capabilities

For staff who are part of the retained capabilities, adapting to SIAM means
relinquishing direct control of service providers and stepping back from day
to day management of service provision. Their role needs to be strategic and
proactive, rather than operational and reactive.

The retained capabilities role needs to have a strong relationship with the
service integrator. Its purpose is to provide direction, and enable service
integrator autonomy without creating a dictatorship.

The customer owns the contracts with the service providers, but the service
integrator is managing delivery against them. The retained capabilities need
to let the service integrator carry out its role without undermining it.

5.2.3. The Role of the Service Integrator

The role of the service integrator involves being the agent of the customer,
acting on its behalf. This means doing the right thing for the customer, while
not undermining its own organizational goals and objectives.

The service integrator also represents the service providers and the end to
end service to the customer organization.

The service integrator role relies on good relationships. To be effective, it must
have a good relationship with the customer organization and the service
providers.

The service integrator’s role is to assure and facilitate service delivery. It
needs to be contractually and commercially aware to carry out its role
effectively in the SIAM ecosystem. The service integrator needs to focus on
service integration and collaboration across multiple service providers.
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5.2.4. The Role of Service Providers

Working collaboratively can be a new approach and a culture change for
service providers. They need to adapt to working with potential competitors,
and adjust to having a relationship with the service integrator rather than
their customer.

They may have to change their ways of working and their structure to be
effective in the SIAM ecosystem. Their role will require a focus on service
objectives, balancing them against their own organizational objectives.
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5.3. Role Description: Customer Organization, including Retained
Capabilities

The customer’s role within the SIAM ecosystem is that of
the commissioning organization. It also includes the

Description retained capabilities that carry out corporate
governance of the SIAM ecosystem.

» Strategic direction

= Enterprise architecture

» Policy and standards management

= Procurement

= Confract management

= Demand management
Typical » Financial and commercial management
Accountabilities = Service portfolio management

= Corporate risk management
» Governance, including governance of the service

integrator

= Accountability for program and project
management.

= Headof IT

» Head of service

= Service owner(s)

» Enterprise architect

Typical Roles » Service architect

= Chief finance officer (CFO)

= Chief information officer (CIO)
= Chief security officer (CSO).

= Defines and assures a core set of policies,
standards, procedures and guidelines including
architectural, informational, commercial, financial,
security and enterprise service architecture

» Develops and owns the IT strategy and strategy for
SIAM that align with and support the business
strategy

= Develops and owns enterprise architecture,
defines the technology, data and application
roadmap, defines the service scope for SIAM

» Provides overarching program and commercial
management

= Assures and governs the service integrator

Typical
Responsibilities
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* Manages the service provider relationships at an
executive/commercial level

» Overall management of risk

= Resolves contractual disputes

=  Owns business relationships and acts as “intelligent
customer” function

» Defines end to end service budget.
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5.4. Role Description: Service Integrator

The service integrator layer of the SIAM model is where
end to end service governance, integration, assurance

Description and coordination are performed.
» End fo end service management
» End to end performance management
. » End to end service reporting
Typical

= Service governance and assurance
» Tracking value for money
= Continual service improvement.

Accountabilities

» Head of service integration

= Service delivery manager(s)

= Service manager(s)

= Process owner(s)

Typical Roles » Process manager(s)

= Service assurance manager(s)
» Performance manager(s)

»  Security manager(s).

= Responsible for end to end service management
across the service providers and the interface into
the customer organization

* Managing service provider relationships at an
operational level

= Acting as the customer’s *agent” and providing a
communication path to the service providers

» Managing end to end performance management
of all service providers

* Managing performance management of
individual service providers against agreed targets

= Coordination of the service providers

= Assuring service provider performance and service
delivery

=  Governing the service providers, as delegated by
the customer organization

» Facilitating process forums

* Managing operational supply and demand for
services and capacity

= Consolidated service reporting

=  Providing service communications

Typical
Responsibilities
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» Potential responsibility for provision and
management of an integrated service
management toolset

* Managing the performance of service providers
against contractual and service targets.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 143 of 238



SIAM® Foundation BoK

5.5. Role Description: Service Provider

Description Within a SIAM ecosystem, there are multiple service
providers. Each service provider is responsible for the
delivery of one or more services, or service elements, to
the customer. It is responsible for managing the products
and technology used to deliver its confracted or agreed
services.

The service providers can be part of the customer
organization or external to if.

Typical » Delivering services required by the customer to

Accountabilities defined and agreed standards, policies and
architecture

» Exhibiting required behaviours for cooperation,
collaboration, improvement and innovation

= Ensuring cross-service provider service
management processes are followed

= Working collaboratively with suppliers and the
service integrator to resolve issues, incidents and
problems, identify improvement opportunities and
meet customer outcomes.

Typical Roles =  Service manager(s)

=  Account manager(s)

» Process owner(s)

* Process manager(s)

» Technical staff

» Service management staff.

Typical » Responsible for the delivery of technology and

Responsibilities products to deliver services, at agreed service
levels and cost

» Integrating internal service management
processes with the end to end service
management processes

»  Adhering to policies, standards and procedures
defined by the customer

» Adhering to architectural design standards

»  Working collaboratively with the service integrator
and other service providers

» Taking part in structural elements, including
process forums.
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5.6. Governance Roles

Governance is a term that is widely used and often misunderstood. In a SIAM
ecosystem, governance refers to the definition and application of policies
and standards. These define and ensure the required levels of authority,
decision making and accountability.

COBIT 5® includes three activities in its definition of governance: evaluate,
direct, and monitor. Lower level activities (plan, build etc.) are part of
management.

This is shown in figure 14.

Business needs

(Governance \

Evaluate

Direct Monitor

YA

Figure 14: the COBIT 5 Business Framework for the Governance and
Management of Enterprise IT ©, 2012, ISACA
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The SIAM roles can be mapped onto this model, as shown in figure 15.

Business needs

[Governance Customer
Evaluate
Management X
feedback Service
integrator
N
\
rManagemen
Monitor Ser\-nce
providers

Figure 15: mapping SIAM roles onto the COBIT 5 Business Framework

Governance activities are carried out at strategic, tactical and operational
levels through governance boards. These boards form structural elements in
the SIAM layers.

Boards are decision making bodies that are accountable for their decisions.
The boards discussed in this document provide the required level of
governance in a SIAM environment. In complex environments with many
different service providers, more boards might be created to address specific
areas, for example:

= |Information security advisory board
= [T service continuity governance board
= Program board.

The board structure that is put in place in a SIAM model needs to balance
the level of overnead created by the board meetings against the
governance requirements and the outcomes achieved.
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5.6.1. Strategic Governance: Executive Boards

Executive boards provide governance and oversight at the most senior level.
These boards also play an important role in establishing a SIAM culture, by
demonstrating good behaviours at the most senior levels (see Section 7: SIAM
Culture).

The attendees for these boards are senior staff with accountability for their
organization’s role in the SIAM model.

In addition to the executive board attended by all service providers, each
service provider has an individual executive board with the customer and
the service integrator. This allows a service provider to discuss commercial
performance and sensitive issues.

5.6.1.1. Typical Attendees
Typical attendees include:

= Customer: chief information officer (ClO), chief technology officer
(CTO). head of delivery or service delivery director

= Service integrator: operations director, contract and commercial
director

= Service providers: operations director, contract and commercial
director, account executive, CIO, CTO.

5.6.1.2. Typical Frequency
Executive boards are typically held quarterly.

5.6.1.3. Typical Agenda
An executive board agenda could include:

» Customer strategy: for the next six months, one year and three years

= Service integrator strategy updates, including any possible clashes
or synergy, and opportunities for mutual benefit

= Service provider strategy updates, where appropriate, including
any possible clashes or synergy, and opportunities for mutual
benefit

= High-level review of last quarter, including successes and issues
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» Contractual performance, including any obligations not being met;
these are typically discussed at the individual executive boards,
unless there is a common issue across all service providers

» Planning for innovation, considering any new items from the service
providers/service integrator

= Any other relevant topics.

5.6.1.4. Typical Inputs
Executive board inputs could include:

=  Quarterly and monthly performance information

» Customer and service satisfaction information

» Customer strategy

» Strategic service improvements

» Strategic innovations

= Service integrator and service provider strategies, where relevant
= Service provider technology roadmap.

5.6.1.5. Typical Outputs
Executive board outputs could include:

= Action and decision logs

» Strategic course corrections or direction changes
= Business change requirements

» Strategic change schedule

» Celebration and communication of success.
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5.6.2. Tactical Board

The tactical board sits between the strategic and operational boards. It
forms part of the preparation for the operational board and can be used to
carry out discussions before meeting with the customer, for example if a
major incident has occurred. It can also be used to identify items for
escalation to the strategic board, and acts as a point of escalation for
operational boards.

This board is not attended by the customer.

5.6.2.1. Typical Attendees
Tactical board attendees are staff from the service integrator and the service
providers. The roles present could include:

= Service delivery managers
= Service managers

» Process owners, as required
=  Account managers.

5.6.2.2. Typical Frequency
Tactical boards are typically monthly.

5.6.2.3. Typical Agenda

This board is used to discuss service performance and continual
improvement, so the agenda will vary depending on any issues that are
being experienced.

The service integrator is empowered to interpret the contract on behalf of
the customer so decisions might be made at this meeting about financial or
non-financial remediation, which can then be communicated at the
operational board.

This board will take direction from the strategic board and use it to create
tactical action plans. It will also review changes escalated from the
operational boards.
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This board will include coordination, mediation, decision making, assurance
and governance.

5.6.2.4. Typical Inputs
Tactical board inputs could include:

» Performance data, including customer satisfaction
= Service improvements
= Service provider data.

5.6.2.5. Typical Outputs
Tactical board outputs could include:

= Action and decision logs
» Tactical change schedule
» |mprovement opportunities.
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5.6.3. Operational Boards
The main operational board convenes to discuss service performance at a
lower level than the executive and tactical boards.

It will review service performance and acts as an escalation point for all other
operational boards and process forums. For example, it may authorise
budget or resources to carry out improvement activities identified in a
process forum that exceed the approval limit of the process forum
attendees.

Other operational boards will be scheduled as required to support decision
making; the most common example of this is the integrated change advisory
board.

5.6.3.1. Typical Attendees
Operational board attendees could include:

» Customer retained capabilities, where required
» Service integrator

= Service providers

= User representatives

= Process owners

» Process managers

= Service managers.

5.6.3.2. Typical Frequency
Operational boards are typically monthly.

5.6.3.3. Typical Agenda
An operational board agenda could include:

» Review of monthly performance reports, including customer
satisfaction

» Actions and decisions

» Crifical and major incident reviews

» Escalations from other operational boards and process forums
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= Six-monthly compliance and certification policies and procedures
review.

5.6.3.4. Typical Inputs
Operational board inputs could include:

=  Monthly reports

=  Process reports; for example, incident reports

= |Improvement plans

= Escalations from other operational boards

= Decisions from the tactical and strategic boards.

5.6.3.5. Typical Outputs
Operational board inputs could include:

= Decision and action logs
» |tems for escalation
* |mprovement actions.
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5.6.4. Operational Board: Integrated Change Advisory Board

The integrated change advisory board is an operational governance board.
It meets this definition because it makes decisions and is held accountable
for them. It is chaired and managed by the service integrator.

This board reviews all changes within the scope of its authority that could
affect the end to end service, regardless of which service provider will
implement the change. It focuses on changes that affect multiple service
providers, associated risks, and unintended impacts to the customer.

The board is also responsible for defining change policy. The policy defines
the responsibilities for review and approval of different types of change. This
includes the definition of standard or self-contained changes that can be
approved locally by a service provider.

Where necessary, changes are escalated to the tactical or strategic boards.
‘Review' of changes can encompass any action from detailed investigation
through to definition of standard changes that gain automatic approval, or
approval of systems for automated test and release (see Section 4.4:
DevOps). The board seeks to facilitate, not prevent change.

The responsibilities of the integrated change advisory board include:

Ensuring that all service providers and the customer are aware of
relevant changes
Confirming that:
» Changes have been evaluated for risk and unintended
impact
= Remediation plans have been verified
»  Appropriate resources have been allocated and made
available to implement the change
= There are robust communication plans in place
=  Ecosystem technical and architectural standards have been
met
» Collective approval or otherwise of the change
» Creating mechanisms for standard changes and their automatic
approval
= Review of completed changes.
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5.6.4.1. Typical Attendees
Integrated change advisory board attendees could include:

» Service integrator change manager (chair)
= Service provider change managers

= Subject matter experts as required

=  Customer representation as required.

5.6.4.2. Typical Frequency

The frequency of the integrated change advisory board varies, relating to
the number and scale of changes. Additional emergency meetings can be
convened as required.

5.6.4.3. Typical Agenda
An integrated change advisory board agenda could include:

= New changes to be reviewed
» Update on implemented changes and failed changes
» |Improvements to the change management process.

5.6.4.4. Typical Inputs
Intfegrated change advisory board inputs could include:

= Change requests and related information
» Change management process performance information.

5.6.4.5. Typical Outputs
Integrated change advisory board outputs could include:

» Change status updates
* Process improvements.
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5.7. Operational Roles
An effective SIAM ecosystem is built on working relationships and cultural
alignment between all the SIAM layers.

At an operational level, working groups, boards and process forums all help
to establish relationships and encourage communication between service
providers and the service integrator. These working groups, boards and
process forums form structural elements of the SIAM ecosystem, spanning the
SIAM layers; see Section 1: Introduction to SIAM for more information.

There are many possible boards, process forums and working groups that
can be implemented in a SIAM ecosystem, including:

» Infegrated change advisory board

= Problem management forum

= Knowledge management forum

=  Continual improvement forum

» Capacity management forum

= |Information assurance and security forum

= Transition planning and support forum

= [T service continuity forum

= Service monitoring forum

» |ncident management working group (for a specific incident or
incidents)

= Release planning working group

» Problem management working group (for a specific problem or
problems)

» Innovation working group (for a specific innovation).

The structural elements in place will vary in each SIAM ecosystem. A structural
element can be created for any service management process or activity, if it
supports improvements in service delivery and outcomes.

Forums can be combined where appropriate — for example, a single ‘process
improvement’ forum could be used to assess possible improvements to
multiple processes.
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Combined forums are of value when processes have similar scope or have
dependencies between their activities, for example change, configuration
and release management. The number of meetings should always be
balanced against the value of the meetings.

There are generic roles that will attend working groups and forums.

Process owner
= Accountable for end to end process design
= Accountable to process performance.

Both the service integrator and the service providers will have process
owners. The service integrator process owner will be accountable for end to
end process integration across the service providers.

The service provider process owner will be accountable for a process within
the service provider and for alignment with the end to end process. A
process owner is a role, so one staff member may act as the process owner
for multiple processes.

Process manager
» Responsible for process execution.

In larger organizations, process manager roles are defined to support the
process owner and be responsible for the execution of process activities.

Service owner
» Accountable to end to end service performance
= Defines service strategy
» Forecasts service demand and business requirements
= Service budget-holder.

This role will typically be part of the customer organization.

Service manager
» Responsible for service delivery for one or more services.

This role would typically be carried out by the service integrator.
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Examples of Operational Roles

This section provides some examples of process forums and working groups in
a SIAM ecosystem. These examples can be used as the basis for the design of
other process forums and working groups within a SIAM model.

5.7.1. Knowledge Management Forum
The Knowledge Management Forum is hosted and managed by the service
integrator knowledge management process owner.

It is a regular forum where the performance and effectiveness of knowledge
management across the ecosystem is reviewed and assessed.

5.7.1.1. Typical Attendees
Knowledge management forum attendees could include:

» Service integrator knowledge management process owner (chair)

= Service provider knowledge management process owners/process
managers

= Service integrator service manager as required

=  Subject matter experts as required

= Customer representation as required.

5.7.1.2. Typical Frequency
Process forums are typically monthly.

5.7.1.3. Typical Responsibilities
Knowledge management forum responsibilities could include:

» Reviewing accuracy and currency of the knowledge articles in use

» |dentifying new knowledge articles that are required based on
repeat incidents or requests received by the service desk

= Allowing service providers to collaborate on identifying any incident
types that could be resolved at the service desk or via self-help
systems rather than by second line teams, improving the end user
experience.
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5.7.2. Continual Improvement Forum
The continual improvement forum is hosted and managed by the service
integrator.

It is a cross-ecosystem forum attended by all service providers and the
customer. Attendees can present, discuss and agree initiatives for
improvement; for example, ways to deliver cost savings or improve customer
experience.

5.7.2.1. Typical Attendees
Continual improvement forum attendees could include:

» Service integrator contfinual improvement process owner (chair)

= Service provider continual improvement process owners/process
managers

= Service integrator delivery manager/director

= Service owners

=  Other process owners as required

= Subject matter experts as required

= Customer representation as required.

5.7.2.2. Typical Frequency
Process forums are typically monthly.

5.7.2.3. Typical Responsibilities
Continual improvement forum responsibilities could include:

» Presenting and reviewing ideas for improvement

=  Assessing the potential of inifiatives

= Prioritisation of initiatives

= Agreeing the responsible party or parties to implement the
improvement; this may involve cross-service provider collaboration
and implementation

»  Approval of any budgetary spend (this may need to be escalated
to a governance board)

= Communicating the benefits to the business

» Tracking the progress and ultimate success of the improvements.
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5.7.3. Major Incident Working Group

The major incident working group is chaired and managed by the service
integrator. It may also be referred to as a crisis team, critical incident team or
major incident bridge.

It is convened during a major incident, to coordinate the response, facilitate
cross-service provider communication and provide regular updates to the
customer organization.

Any lessons learned during a major incident will be discussed in the incident
management process forum.

5.7.3.1. Typical Attendees
Major incident working group attendees could include:

= Service integrator major incident manager (chair)

= Service provider incident management process owners/process
managers

=  Other process owners as required

» Subject matter and technical experts as required

= Service owners as required

= Customerrepresentation as required.

5.7.3.2. Typical Frequency
A major incident working group will be held when required; when a major
incident has occurred.

5.7.3.3. Typical Responsibilities
Major incident working group responsibilities could include:

= Coordinating major incident investigation and resolution
» Coordinating major incident communications
» Encouraging a ‘fix first, argue later’ culture.
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5.8. The Service Desk in a SIAM Ecosystem
The role of the service desk and how it is sourced will vary from SIAM
ecosystem to ecosystem.

The service desk is often seen as a good candidate for external sourcing due
to high staff turnover and management overhead, but some companies
prefer to keep it internal or use a hybrid approach.

The organization providing the service desk will be freated and managed as
a service provider in the SIAM ecosystem, whether it is provided by the
customer organization, the service integrator or a service provider.

Within a SIAM ecosystem, the service desk acts as a ‘single source of fruth’
and provides important management information about service
performance. If the service integrator is not providing the service desk, it must
work very closely with it and use the service data it provides.

Some of the potential sourcing options are:

1. The customer organization provides the service desk and associated
toolset, acting as an internal service provider, and routes incidents to
service providers as necessary

2. The service integrator provides the service desk and associated toolset

3. An external service provider provides the service desk and toolset, but
no other services

4. An external service provider provides the service desk and toolset in
addition to other services; this is often combined with end user
computing, applications or hosting

5. Different service providers provide their own service desks and toolsets
and the service integrator provides a consolidated view; this is only
possible where it is clear to the customer which service desk to contact
for support.

In most instances, the end user contacts a single service desk, which then
works with the relevant service provider service desks and support teams. The
end user has a single point of contact.
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The staff who work on the service desk will require similar skills to those outside
of a SIAM ecosystem, but they will also need:

=  Supplier management skills
=  Commercial awareness.

These skills will allow them to work successfully with different service providers,
who may have different contracts, service targets and responsibilities.
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6. SIAM Practices

Practices are defined as: the actual application or use of an ideaq, belief, or
method, as opposed to theories relating to it.1?

From a SIAM perspective, ‘practices’ meet this definition when organizations
are applying them within a SIAM model. The examples in this section give
some illustrations of how to apply SIAM in the real world.

Within SIAM there are four types of practice:

1. People practices

2. Process practices

3. Measurement practices
4. Technology practices.

This section of the Body of Knowledge looks at one area for each practice
type. It considers the challenges associated with that area, and then the
working practices that can be used to address the challenges.

These example practices should not be thought of as ‘good’ or ‘best’
practice. They provide an illustration of how practices can work in a SIAM
ecosystem.

SIAM also draws on practices from other areas of IT and management; see
Section 4: SIAM and Other Practices.

19 Source: Oxford English Dictionary © 2016 Oxford University Press
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6.1. People Practices: Managing Cross-functional Teams

“A cross-functional team is a group of people with

different functional expertise working toward a common goal. It may include
people from finance, marketing, operations, and human resources
departments. Typically, it includes employees from all levels of an
organization.” 20

The SIAM Ecosystem and Cross-functional Teams

With the SIAM ecosystem, cross-functional teams will have members from
different organizations and different SIAM layers. These teams are referred to
as “structural elements”

There are three types of structural element/cross-functional feam:

1. Boards
2. Process forums
3. Working Groups.

These are described in Section 1: Introduction to SIAM and Section 5: Roles
and Responsibilities.

In a SIAM environment, examples of cross-functional teams could include:

A major incident working group where the cause is unclear. The team
includes staff from the service integrator and multiple service provider
organizations. Team members need to work together towards a shared
outcome (incident resolution), whilst meeting service requirements and
balancing their own organizational goals.

The integrated change advisory board involving staff from the customer
organization, service integrator and multiple service providers. The team
members work together to review, prioritise, risk assess and approve or
reject changes to an integrated service.

20 Source: Wikipedia
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6.1.1. Challenges Related to Cross-functional Teams
Some of the main challenges associated with cross-functional teams are:

1. Conflicting objectives, organizational strategies and working practices
2. Reluctance to share knowledge
3. Lack of automation.

6.1.1.1. Conflicting Objectives, Organizational Strategies and Working
Practices

The cross-functional teams in a SIAM ecosystem contain staff from multiple

service providers, the service integrator and, in some cases, from the

customer organization as well. This can create challenges when staff must

balance their own organizational objectives with cross-functional team

objectives.

For example, during a major incident, a service provider’'s organizational
goals might be to demonstrate that it is not responsible for causing the
incident, and to minimize the resources allocated to resolving it.

However, the end to end service targets could be focused on resolving the
incident and then assessing what caused it later. This requires the service
provider to adopt a ‘fix first, argue later’ approach which may conflict with its
individual organizational goals.

Differences between organizational strategies and working practices can
also have an impact on the performance of a cross-functional team.

For example, technical organizations might prioritize resolving incidents
above customer communication. In a SIAM ecosystem, they might have to
prioritize customer communication over service restoration.

6.1.1.2. Reluctance fo Share

The service provider and service integrator staff working in a SIAM ecosystem
need to share information, and collaborate at a people, process and
technology level.

In an effective SIAM ecosystem, they may have targets relating to service
improvement as well as service delivery.
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To innovate effectively and improve service delivery, service providers and
the service integrator need to work together. Some organizations may be
reluctant to do this because they view it as sharing their intellectual property
with a competitor.

6.1.1.3. Lack of Automation

Lack of automation and ineffective toolsets can also be a challenge for
cross-functional teams. Where more than one toolset is in use, poor
integration between tools is also a challenge.

The issues here can include:

= |nability fo measure end to end feam performance

» |nability to easily share information between teams

» Duplicated work caused by entering data into multiple toolsets (the
‘swivel chair’ approach)

» Reduced likelihood of identifying patterns or opportunities for
improvement

» Reduced workflow automation, leading to workflow interruptions,
delays, and an inability to monitor workflow.
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6.1.2. Practices for Managing Cross-functional Teams
To support effective management of cross-functional teams, the service
integrator and the customer need to consider:

Roles and responsibilities

Clear goals and objectives
Knowledge, data and information
Communication

Toolset integration.

ARl S N

6.1.2.1. Roles and Responsibilities

Defining clear principles and policies for roles and responsibilities as part of
the Discovery and Strategy stage of the SIAM roadmap will lay the
foundation for better cross-functional working.

This supports communication within cross-functional teams because all the
parties involved have a clear understanding of who the stakeholders are.
RACI matrices are a useful tool for mapping roles and responsibilities in cross-
functional teams.

RACI Matrix

RACI matrices are used to manage resources and roles for the delivery of
an activity or task. They can be used to identify all partficipants in the
delivery of a process or function.

Resources can be drawn from different functional areas and
organizations, so a RACI matrix is used to track who is doing what,
identifying interfaces and engagement with other roles. It provides a clear
mapping of roles across the different teams in the SIAM ecosystem.

RACI stands for Responsible, Accountable, Consulted and Informed.

Only one role can be Accountable for a task. The role that is accountable
for the task has the overall authority - but might not carry out individual
pieces of work him/herself.
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Any number of roles can be Responsible as part of the RACI model. These
are the workers who will get the actual tasks done, and they will report to
the Accountable resource about their progress.

Sometimes roles are Consulted to get a task done. This might be a person
within the organization who has specific knowledge, or it could be a
document store or even an internet search engine. These resources need
to be fracked to ensure they are available when required.

Other roles need to be Informed. These resources are stakeholders who
need to frack and understand exactly how the task is proceeding, or they
may need an output from the activity. Customer organization sponsors,
for example, will typically be informed about progress as part of a project.

To build a RACI matrix, these steps need to be followed:

» |dentify activities

» |dentify roles

=  Assign RACI codes

» |dentify gaps or overlaps that need resolving

= Distribute the chart for feedback

= Deploy to all relevant parties

= Monitor the roles

»  Apply improvements or changes based on feedback and
experience.
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6.1.2.2. Clear Goals and Objectives
As well as a clear understanding of roles and responsibilities, parties in a SIAM
ecosystem need clear goals and objectives.

» The customer will define the strategic objectives for the services
= The objectives will be translated into contracts and service
agreements
= The service integrator will work with service providers to:
» Develop process goals and objectives that drive process
execution
» Develop operational level agreements or targets that align
with the confracts and service agreements.

Whilst it is important that each service provider has measurable service
targets to work towards, they need to be part of an end to end performance
management and reporting framework. This will, in furn, provide evidence of
demonstrable achievement of service objectives, business benefits or value.

If there is no clear definition and communication of value, or end to end
metrics, service providers may focus only on their own performance and not
see the end to end view.

In some cases, it might be acceptable for a service provider to miss a target
in one areq, because it means meeting a target in a different area. The
service integrator can help the service providers to prioritize when there is a
conflict between individual targets and end to end service targets.

6.1.2.3. Knowledge, Data and Information
Cross-functional tfeams need access to shared knowledge, data and
information.

When these are not shared or readily available:

» Team members will waste time re-discovering or recreating them

= Service issues and customer contacts might be managed in
inconsistent ways

= Work will not be carried out in the most efficient way

» Different parties may have different ‘versions of the fruth’.
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The service integrator needs to create a knowledge management strategy
and policy to govern how knowledge is gathered, processed, presented,
manged and removed.

The service integrator will also make sure that all service providers have
access to the knowledge they need as part of a shared knowledge
repository. All service providers should conftribute to this repository for the
benefit of all other parties.

Checks need to be in place to make sure knowledge is updated, relevant,
and being used.

6.1.2.4. Communication

The service integrator and the service providers need to communicate
regularly and work to build relationships and trust. The RACI matrix developed
as part of the roles and responsibilities definition is useful to define the ‘who’,
‘what’, ‘when’, ‘where’, ‘how’ and ‘why’ of communication.

A communication plan is key to ensure that:

= All stakeholders and their communication requirements are
identified

= There is an appropriate level of regular communication for all
stakeholders, for example meetings and levels of reporting

» Communication takes place at the right level for each layer of the
SIAM ecosystem

= Communication is consistent across service providers

»  Effective communication channels are selected to support
timeliness, relationship building, ease of execution and access.

Use of the various structural elements in the SIAM ecosystem (including
boards, process forums, and working groups) will help to build relationships
and encourage better cross-functional working.
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Virtual Teams
In a SIAM ecosystem, team members are likely to be in different
geographical locations. These are referred to as ‘virtual teams’.

The resources in the teams might also have multiple customers to work with;
for example, a service provider's technical support staff might be involved in
more than one SIAM engagement.

The service integrator needs to carefully consider how to manage
communication within these teams. Even more care is required if teams are
virtual as well as cross-functional.

Virtual feams need to build relationships between team members. This can
be challenging if there is no regular face to face contact between them. It is
recommended to have at least one face to face event where team
members can get to know each other, to foster trust and create good
working relationships.

Tools can be used to support communication in virfual feams. Examples are
videoconferencing, social media, and chat tools.

6.1.2.5. Toolset Integration

For cross-functional teams, integration between toolsets will save time and
resources, and reduce the possibility of errors. It can also support workflow
automation.

Integrating toolsets will reduce the need to re-enter and translate data. There
is less chance of information errors leading to friction between teams.
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6.2. Process Practices: Integrating Processes across Service Providers

Within the context of this document, a process is “a documented,
repeatable approach to carrying out a series of tasks or activities”.

SIAM Environments and Integrated Processes

In a SIAM environment, processes must operate effectively and efficiently
across multiple parties. This includes service providers, the service
integrator, and sometimes, the customer.

For example, during change management, the service integrator is
accountable for changes to integrated services, across all the service
providers involved with the change.

Change management includes change recording, assessment,
prioritization, planning, approval, and post-implementation reviews.

The service providers, the service integrator, and potentially the customer
will all be involved. This requires a change management process that is
integrated across all parties.
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6.2.1. Challenges Related to Integrating Processes across Service Providers
Challenges associated with integrating processes across service providers
include:

1. Service providers do not integrate their processes or share process
details

2. Gaps between process activities

Time-consuming and manual reporting

4. Poor relationships between service providers/blame culture.

w

6.2.1.1. Service Providers do not Integrate their Processes or Share Process
Details

Within a SIAM ecosystem, data and information must flow between all

parties. This does not mean that all parfies must use the same process.

Instead, each service provider and the service integrator must work together

to ensure their processes are aligned to deliver the required outcome.

This requires processes from the service providers, the service integrator, and
the customer to be aligned and integrated. Some of the service providers in
a SIAM ecosystem may be unwilling, or unable, to make the adaptations
necessary to support this integration.

This may be acceptable if outcomes and performance meet the pre-
defined targets. However, unless this is considered in the design of the
integrated processes it can result in:

= Adversely affected outcomes

» Failure fo meet end to end service levels

» |nefficiencies in the execution of the integrated processes
» Unforeseen additional overheads in the service integrator
= Miscommunication.

For example, consider a situation where one of the services is a cloud based
commodity email service.

The service provider will publish planned changes and service outages on its
website. It will not directly inform the service integrator, seek approval for
changes, or attend any change management boards. The service integrator
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must regularly check the service provider’s website. The service integrator
informs the other service providers and customer of any changes that will
affect them.

6.2.1.2. Gaps Between Process Activities
Process integration fails when there is a gap or a break in the process flow.

This could be a simple action; for example, an incident being assigned to a
queue for a service provider, and not being picked up, resulting in increased
downtime for the customer. Gaps are often identified when process
performance targets are failed, for example, when incident resolution times
are missed.

These gaps need to be identified and addressed during Plan and Build and
on an ongoing basis. The development and agreement of process flows and
RACI matrices (see Section 6.1.2) will help to identify and avoid such gaps.

Gaps should also be identified during the service integrator assurance
activities.

6.2.1.3. Time-consuming and Manual Reporting

Where different providers use different processes, it is likely that they will also
use different toolsets. The use of different toolsets can affect the ability,
effectiveness, and efficiency of the monitoring and reporting on
performance of end to end processes.

Unless this is recognized and managed during the Plan and Build stage,
monitoring and reporting for end to end processes can be time consuming
and laborious. Design activities must recognize this, to ensure that the value
of the information produced justifies the effort required to collect and
process it.
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6.2.1.4. Poor Relationships between Service Providers/Blame Culture

The success of an integrated process depends on all parties contributing to
its design, execution, and improvement. Service providers are less likely to
contribute if their relationships with other service providers and with the
service integrator are poor.

Service providers need to adopt a ‘fix first, argue later’ mentality to resolve
issues. This needs to be supported by a ‘no blame’ culture so that service
providers are ready to be open about their faults rather than trying to hide
them.

The ‘no blame' culture needs to start with the customer and then be
continually reinforced by the service integrator to create a collaborative
environment. This will assist with building the necessary good relationships.
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6.2.2. Practices for Integrating Processes across Service Providers
Practices for integrating processes across service providers include:

1. Focus on process outcomes
2. Continual process improvement
3. Establishing process forumes.

In addition to these practices, the RACI matrices mentioned in Section 6.1.2
will also be helpful for identifying the role and responsibility of each
stakeholder for each process activity.

6.2.2.1. Focus on Process Outcomes

The service integrator needs to be clear about the outcome that a process is
expected to deliver. This can then be communicated to the service providers
so that they all understand their role and responsibilities within the process.

It is better to start with the outcome and then work back, rather than to start
with lower level steps and activities in the hope that they can be brought
together into a process. For each process that involves multiple parties, these
items should be documented and understood:

= |nputs

= Qutputs

= Qutcomes

= |nteractions

= Dependencies

=  Controls

= Data and information standards
= Process steps

= Process flow.

RACI matrices can help to document these, and are a commonly used and
widely understood technique.

It is important to recognize and reward positive outcomes when processes
are performing well.
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6.2.2.2. Continual Process Improvement
All processes should be subject to review and improvement measures. This
confinual improvement can be managed on multiple levels:

»  Within each area responsible for the provision and fulfilment of the
process

= At the process level, for example via the process forums or the
process owner.

These levels should also feed intfo an overall process improvement program
run by the service integrator. This is particularly relevant when an
improvement is dependent on resources external to the process or is likely to
have a significantly beneficial impact.

Each process will have a process owner who will be accountable for
continual improvement across the end to end process, and the service
integrator has ultimate accountability for process improvement.

Process improvements should be assessed, justified and approved using an
agreed mechanism, often in the process forum. Once improvements are
implemented their benefits should be tfracked to confirm an improvement
has been delivered. This can be more challenging in a SIAM ecosystem than
for a process that exists within a single organization.

6.2.2.3. Establishing Process Forums

Process forums are a type of structural element within a SIAM model. They
are used to bring fogether process owners from the service providers and the
service integrator. Their purpose is to work together on the design and
improvement of how their process supports end to end delivery.

This includes:

» Defining data and information standards

» |dentifying and managing process improvements
= Developing and sharing good practice

» Sharing information

»  Assessing and improving capability and maturity.
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Process forums are invaluable for building relationships and trust between all
parties. They can be established for any process in the SIAM ecosystem.
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6.3. Measurement Practices: Enable and Report on End to End
Services

End to end service measurement refers to the ability to monitor an actual

service, not just its individual fechnical components or providers. Effective

measurement practices support the performance management and

reporting framework.

SIAM Environments and End to End Service Measurement

In a SIAM environment, examples of end to end measurement could
include:

The percentage of service downtime related to failed changes: based on
the number of changes implemented and the number that failed, where
the impact of failure was felt by the customer

Responsiveness of the service against defined targets: based on
measuring the customer’s actual experience of the service, not just
individual elements, such as network speed or application responsiveness

End to end measurement is more complex in a SIAM environment
because more than one service provider is involved with service delivery.
The end to end view is aggregated by the service integrator using data
from all service providers.

6.3.1. Challenges Related to Enabling and Reporting on End to End Services
Challenges associated with measurement of end to end services include:

1. Lack of strategic requirements

2. Reluctance to share information

3. Inability to map end to end workflow

4. Not measuring the correct amount of data and information.
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6.3.1.1. Lack of Strategic Requirements

An effective performance management and reporting framework can only
be built once it is clear what needs to be measured.

If the overall strategic requirements for the services are unknown, it will be
difficult to create a meaningful set of end to end measurements and reports.

6.3.1.2. Reluctance to Share Information

Poor relationships or competitive tension between service providers can lead
to an unwillingness to share information. Service providers might also be
reluctant to share information if they feel it will be used to punish them, rather
than as a source of learning and improvement.

In some situations, the customer withholds information from the service
integrator. If the service integrator is an external organization, for example,
the customer might not want to share some information that it considers to
be confidential.

6.3.1.3. Inability to Map End to End Service Architecture

Many organizations struggle to map an end to end service, and understand
what is in scope for measurement and what is not. With the addition of
multiple service providers and a distributed architecture, this can be even
more challenging.

The service integrator needs to map the end to end service and work with
each service provider to confirm what needs to be measured to build the
end to end picture. Enabling practices like OBASHI and configuration
management can be of assistance in this.

6.3.1.4. Not Measuring the Correct Amount of Data and Information
Some organizations do not collect enough data, and some collect too
much.

If an organization does not collect enough, there is a risk that important
information will be missed. If they collect too much, there is a risk that there is
too much data to analyze, which can also lead to important information
being missed.
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The same is true for how much information is included in reports. Small
amounts of information may seem easier to understand but may hide
important information. Large amounts may be difficult fo understand and
can complicate the ability to present an accurate picture.

The challenge is to identify the optimum amount of information to collect
and report on. A useful technique is to report at a summary level but have
the detailed reports available to support any requirement for more in-depth
information.

6.3.2. Practices for Enabling and Reporting on End to End Services
Practices for enabling and reporting on end to end services include:

1. Create a performance management and reporting framework
2. Make reports visual

3. Use qualitative and quantitative measures

4. Apply agile thinking.

6.3.2.1. Create a Performance Management and Reporting Framework
A performance management and reporting framework provides a way to
structure data and information from service measurement and link them to
the customer organization’s strategic requirements.

The performance management and reporting framework will be created
during the Plan and Build roadmap stage.

Performance management and reporting frameworks can be structured in a
variety of ways, depending on the available toolset, the strategic
requirements and the service contracts.

Possible framework structures include:

1. By SIAM ecosystem layers:
= Service provider meftrics
= Service integrator metrics
=  Customer metrics.
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2. By type:
= People metrics
= Process metrics
» Technology metrics.

3. By hierarchy, allowing for information to be expanded or shown in
more detail when needed:
»  Strategic metrics
= Tactical metrics
=  Operational metrics.

6.3.2.2. Make Reports Visual
Information is most effective when it is visual and easy to understand. Using
service dashboards and scorecards will increase the impact of reporting.

A picture can be easier to understand than a long report, but care must be
taken to clearly identify each visual and what it indicates.

6.3.2.3. Use Qualitative and Quantitative Measures

Quantitative measures are numerical, and factual; for example, the number
of incidents that were resolved in the agreed timescales, or a reduction in
the number of target breaches.

Qualitative measures are usually descriptive and often in non-numerical form;
for example, customer satisfaction surveys.

Whilst it is relatively easy to measure and report on quantitative measures,
they do not often reflect the quality of the service accurately. One of the
drivers for SIAM is the ‘watermelon’ effect, where service providers report
they are meeting all their targets, but the customer is still not happy. Using a
mix of qualitative and quantitative measures will help to provide a balanced
view. Care should be taken to ensure that these remain aligned to strategic
requirements and service objectives.
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The Watermelon Effect

The watermelon effect occurs when a report is ‘green on the outside, red
on the inside’.

The service provider(s) meet individual targets, but the end to end service
is not meeting the customer’s requirements. This does not deliver a good
outcome for the customer, and should also be a concern for the service
provider.

It may be good for the service provider to be meeting its targets, but if
their customer is not happy they will not have a good long term
relationship.

In this situation, the target is not aligned to business requirements.

6.3.2.4. Apply Agile Thinking

The application of Agile techniques can help to determine the optimum
amount of information in reports. Start by reporting on a minimum set of
viable metrics. These can provide the minimum amount of information to
assess performance, with no unnecessary additions or duplication.

These reports can then be used as the basis for discussion and learning, with
more measurements being added if required.

It is often beneficial to start small and then develop the performance
management and reporting framework. This approach should initially use less
resource than trying to measure every single element of the ecosystem.

See Section 4: SIAM and Other Practices for more information about SIAM
and Agile.
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6.4. Technology Practices: Creating a Tooling Strategy

A tooling strategy outlines the requirements for a toolset or toolsets to support
the SIAM ecosystem. It will include functional and non-functional
requirements, the processes that need to be supported, standards for
interfacing to the toolset(s) and a roadmap for future development.

Typically, organizations will focus on the IT service management tool, which
will support processes including incident, problem, change, configuration,
release management and request fulfiment. However, there are other areas
where a tooling strategy will provide considerable benefit, such as:

= Event management

= Event correlation

= Software asset management

= Discovery

» Capacity, performance and availability management
»  Operational risk management

» Project management

» Service performance reporting.
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SIAM Environments and the Tooling Strategy

An optimized tooling strategy will make it easier for the service providers in
a SIAM ecosystem to work fogether. It can also:

= Help the service integrator to get a ‘real time’ view of end to end
service performance

» |mprove the efficiency of workflow

= Support data integration, which is critical in establishing aggregated
service views from data provided by multiple service providers

There are several possible approaches for tooling. These are listed in
Section 2: the SIAM Roadmap. The aim is to have integration between all
toolsets.

Integration is difficult to achieve, relying on sophisticated data mapping
between service providers and the service integrator. Toolset integration
requirements need to be documented and assessed in the context of the
broader technology architecture.

In some circumstances, it may be acceptable to use less sophisticated
and more manual methods (often referred to as ‘loose coupling’ of data
exchange). For time-critical activities like major incident management,
there may be little alternative other than to build integration between
toolsets (referred to as ‘tight coupling’ of data exchange).

The integrated toolset acts as a single version of the truth for all the parties
in the SIAM ecosystem, simplifying data transfer, reporting and accuracy.

6.4.1. Challenges Related to Creating a Tooling Strategy
Challenges associated with creating a tooling strategy include:

1. Ineffective legacy tools

2. Defining the toolset scope

3. Non-compliant service providers
4. Lack of architecture.
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6.4.1.1. Ineffective Legacy Tools

The customer organization may require the service integrator and/or service
providers to use legacy toolsets that it already has in place. This can lead to
several challenges:

= The toolset may not support all the processes in the SIAM ecosystem

» |t may not support the use of integrated processes

= |t will contain legacy data which may be challenging to adapt to
the new environment

* |t may be difficult to intferface with the service providers and service
integrators toolsefts

» |f the service integrator is external, they may not have any expertise
in the toolset.

6.4.1.2. Defining the Toolset Scope
A SIAM ecosystem can include many processes, some of which are outside
the ‘standard’ set of IT service management processes.

The tooling strategy should encompass all the processes in the SIAM model,
and recognize that the ideal solution may be a hybrid of various tools, to
support the functional requirements of each process and the broader SIAM
ecosystem.

The toolset also needs to support end to end process control, not just
operational execution. More tool vendors are now creating functionality that
supports a SIAM ecosystem.

6.4.1.3. Non-compliant Service Providers

If the tooling strategy requires that all parties use the same toolsets, some
potential service providers may be unwilling to be part of the SIAM
ecosystem.

If the tooling strategy is that service providers integrate their own tools with
the service integrators toolset, some may be unwilling or unable to configure
the integration. For example, providers of commodity cloud services may
have little flexibility in their offerings.
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The tooling strategy needs careful consideration at the Discovery and
Strategy and Plan and Build stages of the SIAM Roadmap, as it has influence
on and dependencies within the SIAM structures and the overall SIAM model.
The strategy must also consider the data and information standards.

Once they have been agreed, requirements from the tooling strategy should
be included in any contracts with service providers and any external service
integrator. This is because a non-compliant service provider can lead to
inefficiencies in cross-provider processes, reporting, and gaps between
service providers.

6.4.1.4. Lack of Architecture

The absence of an enterprise architecture and technical architecture for the
SIAM ecosystem and services will create challenges related to the selection
of toolsets, and the definition of interfaces between toolsets.

The architecture documents need to address:

» The need for data sovereignty/visibility requirements to be
addressed through role based access controls. For example, service
providers may not be able to be view each other’s targets or
performance

» The need for robust data integration capabilities. Some
organizations choose to build an ‘enterprise service bus’ or
messaging engine into their technology architectures to cater for
this requirement

» The need for all data update activities to be auditable and
traceable

» The need for all parties in the SIAM eco-system to be familiar with
the tooling strategy and the specific tools to be deployed, not only
so they can develop any integrations as necessary, but also to
ensure that their staff are adequately trained in their use.

The toolset architecture must support the tooling strategy.

The service providers of the toolsets themselves must be treated as a service
provider within the SIAM ecosystem, because the effective operation of the
SIAM model is dependent on their services.
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6.4.2. Practices Related to Creating a Tooling Strategy
Practices associated with creating a tooling strategy include:

Technology strategy and roadmap

Industry standard integration methods
Ownership of data and toolsets

Ease of adding and removing service providers
Adopting a common data dictionary.

Al N e

6.4.2.1. Technology Strategy and Roadmap

The customer organization needs to outline its technology strategy and
roadmap, to help the service integrator and the service providers
understand how the SIAM toolset will integrate and evolve.

The customer also needs to share any functional and technical requirements,
for example if the toolset must meet certain security specifications.

6.4.2.2. Industry Standard Integration Methods

Using industry standard intfegration methods will make it easier for service
providers to share information between their own tools and an integrated
SIAM toolset. This will make it easier to create interfaces, and should reduce
the need for expensive development and customization.

The integration approach adopted should not just cater for data
transmission, but also for error handling in the event of issues occurring.

Given the potential criticality of the integration, consideration should also be
given to service continuity requirements. Both the production and any back
up or continuity environments should be tested to ensure that they meet the
functional and non-functional requirements required by the customer.

6.4.2.3. Ownership of Data and Toolsets

When the service integrator role is being taken by an external organization,
the tooling strategy needs to clarify who owns the toolset, and the data
within it.
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If the external service integrator owns the toolset (for example), the customer
needs to ensure it still has data access if the commercial relationship ends; or
define how the data will be migrated at such time.

In addition, the toolset must be placed under change control, partficularly if
data integration exists. If changes are made by any party to their toolsets, this
can have unexpected effects on the integrity of the supporting data
integrations described above, if data fields or values change.

6.4.2.4. Ease of Adding and Removing Service Providers
One of the benefits of a SIAM ecosystem is the ability o add and remove
service providers easily.

The tooling strategy needs to support this. When a new service provider is
added, it needs to be easy for that organization to adopt the toolset,
including set-up of local toolset interfaces and training its staff.

When a service provider is removed, it must be simple to remove its access to
the toolset and ensure that data is stored or (re)moved as required.

6.4.2.5. Adopting a Common Data Dictionary

The toolset should be used to enforce a common data dictionary. This will
deliver several benefits, for example giving consistency and a common
understanding of incident priority and severity classifications.

There will be confusion if one service provider’s ‘priority 1’ incident is another
service provider’s ‘severity 3'. This activity should be undertaken for all data
fields in the toolset.

The data dictionary must be in place before the SIAM model is operational,
as it supports the exchange of data and information across the SIAM
ecosystem.

The need for a common data dictionary must be part of the tooling strategy,
as the selected toolsets must be able to support its use.
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7. SIAM Cultural Considerations

The SIAM ecosystem and the relationships between the customer
organization, service integrator and service providers create a unique
environment. From sourcing and contractual negotiations through to
governance and operational management, there are specific SIAM
considerations.

The cultural aspects of a transition to SIAM are one such consideration. An
effective SIAM ecosystem is underpinned by effective relationships and
appropriate behaviours. The ecosystem culture needs to encourage and
reinforce these relationships and behaviours.

SIAM is often described as a sourcing strategy, but it is more than this. It
extends beyond sourcing into the ongoing management and improvement
of the service to deliver better business outcomes.

Service providers that compete in other areas of a market may find
themselves working together to meet overall customer objectives in a SIAM
ecosystem. Some service providers might be internal departments of the
customer organization, working together with external service providers.

There are specific challenges when an external organization is fulfilling the
service integrator role, because they are governing service providers who
may also be their competitors.

The cultural considerations examined in this section are:

= Cultural change
» Collaboration and cooperation
» Cross-service provider organization.
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7.1. Cultural Change

7.1.1. What does this mean in a SIAM Environment?

An organization that moves from either an insourced or a fraditional
outsourced environment to an environment based on SIAM will undergo a
large program of change and transformation. If the cultural aspects of the
change are not managed effectively, it can create disruption in the
customer organization.

Adopting a new SIAM structure can include internal role changes in the
customer organization, and staff being fransferred from the customer
organization to the service providers or the service integrator. This can have a
significant impact on staff at a personal level; they will be concerned about
their role, their career and their skillsets.

Moving to an environment that includes multiple service providers will require
the customer organization to build SIAM expertise and capabilities,
understanding of the ecosystem and technical landscape and the future
technical roadmap and strategy. This expertise and knowledge might
already exist in the organization, but in many transitions to SIAM it does not.
Staff will need commercial, contractual and supplier management skills, in
addition to more traditional service management skills.

Cultural change will also come from a change of management style. The
customer organization needs to manage service provider performance at an
executive, not an operational level. Its role is to step in and resolve
contfractual issues when required and to provide corporate governance. This
is a shift away from managing activities to managing outcomes; in other
words, managing the ‘what’, not the ‘how’.

The customer organization needs to empower its service integrator to
manage the service providers at the operational level. These changes in
relationship dynamics and responsibilities will lead to, and depend on,
changes in culture.

For the service providers, culture change is driven by the need to work
collaboratively. All the service providers need to work with the service
integrator and with other service providers towards their shared goal.
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7.1.2. Why is it Important?

No organizational change can succeed without cultural change. If the
culture and organizational behaviours stay the same, new processes and
ways of working will not be adopted and expected benefits will not be
delivered.

Effective management of cultural change will provide the basis for a
successful SIAM fransformation program, and will help the customer to retain
skilled and motivated staff in key roles.

7.1.3. What Challenges will be Faced?
Some of the challenges related to cultural change are:

= Staff who are moving to a new organization can experience
concern at a professional and at a personal, emotional level.
Professionally, there will be a level of uncertainty over their role and
their skills, and emotionally, they will be concerned about the
impact on their life and career. This can lead to staff leaving,
absenteeism and loyalty issues

= Organizations can suffer from change fatigue if too much is
happening at once, leading to a higher chance of changes failing
and new behaviours being not being adopted

= People continue using old processes or move back to old ways of
working. It is important for every stakeholder in the SIAM ecosystem
to reinforce behaviours; for example, at the service provider level,
staff need to be encouraged to contact the service integrator, and
not the customer

» The customer organization’s own business outcomes may be
negatively affected if the changes are disruptive and have an
impact on service delivery.
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7.1.4. How can they be Resolved?
These cultural issues can be addressed in several ways, including:

» Having a clear definition of the SIAM model and all associated roles
and responsibilities at organization, team and individual levels
» From the customer perspective:

» Implementing a good business change or organizational
change management process, reinforced with a strong
communication plan to prevent misinformation and rumours
spreading

=  Applying program management to the SIAM roadmap,
tracking progress and identifying where course corrections
are needed to help increase confidence in likely success

= Considering the use of external consultancy to provide
guidance, advice, and an objective view

» Understanding what retained capabilities are needed and
putting plans in place to keep the skilled people in their roles

= From the customer and service integrator perspective,
implementing a strong overarching governance structure,
supported by processes which work in practice and not just in
theory

= From the service integrator and service provider perspective,
aligning their own communication plans with the overall
communication plan and measuring the effectiveness of
communication

= From a service provider perspective, understanding the
organizations it will be working with, how they want to work
together, and committing to the level of collaboration required in a
SIAM environment.
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7.1.5. Cultural change and the SIAM Structures

» The key challenge for this structure relates to staff who
are moving from the customer organization to another

Externally organization as part of the transition to SIAM; the
sourced professional and personal impact will need to be
managed

= To deliver effective cultural change and a successful
transition to SIAM, the customer organization will need
Internally sourced skilled people. These may not exist within the
organization and could be difficult to recruit

= As with the externally sourced service integrator
structure, the key challenge for this structure relates to
staff who are moving from the customer organization
Lead supplier to another organization as part of the fransition to
SIAM; the professional and personal impact will need
to be managed

= The key challenge for this structure is that confusion
about roles and responsibilities can make it difficult for
staff from the customer organization to change their
behaviour; this applies if the interfaces between the

Hybrid customer and external organization at the service

integrator level are not clearly defined. Staff need to
be clear on their role and the role of the service
integrator’'s employees.
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7.2. Collaboration and Cooperation

7.2.1. What does this mean in a SIAM Ecosystem?

In many cases, a transition to SIAM means that service providers that are
used to competing must work together to deliver customer outcomes. This
often requires a change in mindset. The service providers must work together;
the relationship moves from competitive to collaborative.

In an outsourced environment with no service integration element, service
providers may pursue their own objectives. Silos and blame culture are
commonplace. Within a SIAM ecosystem, the focus is on relationships,
particularly cross-provider relationships, governance controls, and pursuit of
common goals rather than achievement of specific individual organizational
service levels and objectives.

In a SIAM ecosystem, service providers need to put competitive
considerations aside and adapt to a new way of working. The customer and
the service integrator also need to be clear on their role and the boundaries
of their responsibilities. These organizations are also likely to be working in new
ways.

Cultural considerations for collaboration and cooperation include:

= Fix first, argue later: when there is an issue affecting service, the
service providers need to work together rather than assign blame or
pass issues around

= Service providers must acknowledge that the service integrator is
the voice of the customer, and has the autonomy to direct and
make decisions and govern without being undermined

= From the customer’s perspective, it needs to empower the service
integrator to manage the service providers, and not interfere or
duplicate effort

» Creating an environment that is focused on business outcomes and
the customer, not individual service provider’'s contracts and
agreements.
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7.2.2. Why is it Important?

In a SIAM ecosystem, the service integrator does not usually have a
contractual relationship with the service providers, but it does need to be
able to manage and govern their behaviour on behalf of the customer.

If the parties in the ecosystem are not prepared to collaborate, the service
integrator will not be able to control service delivery effectively.

For example, it will be very challenging for the service integrator to manage
a major incident from end to end and within service targefts if the service
providers will not provide information or accept responsibility for investigation.

7.2.3. What Challenges will be Faced?
Some of the challenges related to collaboration and cooperation include:

» From the service integrator’s perspective, the challenge of service
providers bypassing it and going straight to the customer. The
customer needs to support the service integrator by reinforcing
correct communication paths, and the service integrator needs to
build relationships and reiterate correct ways of working

= From the service provider's perspective:

= ‘Fix first argue later’ being abused so that it incurs additional
costs. This can happen if issues are identified and not
corrected by the customer or the service integrator, so that
the service provider must deal with them repeatedly

» Being reluctant to collaborate and share with the other
service providers

= Trustis a critical success factor for collaboration and cooperation.
Trust between service providers (some of which may be internal,
and some external), trust between the service providers and the
service integrator, and frust between the service integrator and the
customer must be built and maintained

» In a SIAM ecosystem that includes internal and external service
providers, the internal service providers are part of the same
organization as the customer. They may be reluctant to collaborate
with the service integrator and with the external service providers;
they may also have less mature delivery capabilities and so are less
able to cooperate
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* |In a SIAM ecosystem that includes internal and external service
providers, the internal service providers will not have the same
contractual imperatives that require them to collaborate.

7.2.4. How can they be Resolved?
These cultural issues can be addressed in several ways, including:

= For all parties:
» Creating a ‘code of conduct’ or ‘rules of the club’
agreement, with input from all parties in the SIAM ecosystem.
These govern behaviours on a day to day basis; for example:
how staff will behave in meetings, they will maintain
professional and courteous behaviour always and will attend
forums and make effective contributions. (see Section 8.2.4.1)
» Signing collaboration agreements that are part of each
confract, or agreed between parties after the contfract is
signed, to add more detail about how they will work together
(see Section 8.2.4.2)
= Between the service integrator and each of the service providers,
use operational level agreements (OLAS) to break down service
targets and agreements into more detail, helping them to
understand their role and their interfaces with other parts of the
ecosystem, and when collaboration and cooperation is required
(see Section 8.2.4.3).
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7.2.4.1. Example Code of Conduct

A code of conduct (or ‘rules of the club’) document is not a contractual
agreement. It provides high-level guidance for how the parties in the SIAM
ecosystem will work together. All the parties can then hold each other to
account, for example, highlighting if someone is behaving unacceptably in a
meeting.

This will not usually be a formal document, and is normally quite brief, often
only a single page. Where required, it may also include:

= Title page

= Document control: author, date, status, version, change log etc.
= Contents

*» |nfroduction and document purpose

» Parties to the document

=  Validity

=  Approval/signatories.

The suggested key content is:

Partnership Aims
= What are the expected business outcomes?
= Whatis the SIAM ecosystem meant to deliver?

For example:
= Better value for money
»  Greater efficiency and cost-effectiveness
»  Greater flexibility to respond to evolving business requirements.

Partnership Ethos
= What values do the parties need to uphold?

For example:
»  Maintain professionalism
= Work together as one feam
= Share knowledge and ideas
= Embrace change
= Put the customer first
» Be courteous/respectful to others.
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7.2.4.2. Example Collaboration Agreement

An effective collaboration agreement will help to create a culture based on
working together to deliver shared outcomes, without confinual reference
back to contracts.

Collaboration agreements should be used with care. They should set out the
intent of how service providers are expected to collaborate with each other,
and with the service integrator.

Sufficient detail should be included to avoid ambiguity, and to reduce the
likelihood of future disputes when a service provider was not aware of a
specific collaboration requirement; for example, the need to take an active
role in process forums.

Consideration must be given to the remedial approach that will be used if
one of the parties does not align with the collaboration agreement. This can
form part of the contract with the customer but, to be truly effective, the
parties should embrace the collaboration agreement as part of the SIAM
culture, and not see it as a contractual requirement.

A typical collaboration agreement will contain the following sections:

= Title page
= Document control: author, date, status, version, change log etc.
= Contents

» Infroduction

= Document purpose

» Parties to the document

= Validity period

= Termination

» Required behaviours: for example, avoid unnecessary duplication
of effort, do not hinder or withhold information from other service
providers

» Mechanisms to support collaboration: for example, commitment to
support process forums to review, improve and innovate processes
and service delivery; commitment to friage and work together to
resolve issues/challenges when requested by the service integrator;
commitment to be involved in reviews and assurance activities

= Where relevant, toolsets to support collaboration
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» Expected areas of collaboration: for example, review of proposed
changes, incident investigation, taking part in working groups,
innovation

» Dependencies between parties

* Any non-financial/non-contractual remedies: for example, where
one or more service providers agrees with the service integrator
and the customer to carry out actions to address an issue rather
than trigger a contractual target and accept a financial penalty

= Change confrol

= Dispute resolution and escalation points.
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7.2.4.3. Example Operational Level Agreement
Operational level agreements (OLA) between the service integrator and a
service provider break down service targets into more detail.

They support end to end service delivery. For example, end to end incident
management might include a four-hour resolution time for priority one
incidents. In the OLA, the service provider might agree to a target of 30
minutes to either accept an incident or pass the information to a different
service provider.

Within a SIAM ecosystem, it is important to define each service and ifs
associated targets fully. OLAs support that definition and provide control and
visibility.

OLAs are prepared by the service integrator with input from the service
providers. The service provider referenced in the OLA must have agreed the
contents. The OLA supports the overall customer objectives, but the customer
may not be interested in the document detail.

An operational level agreement should include content such as:

= Title page
= Document control: author, date, status, version, change log etc.
= Contents

» Introduction

= Document purpose

» Parties to the document

= Validity

=  Approval/signatories

» Rules for OLA termination

» Rules for OLA governance and escalation criteria

» Review schedule

= OLA change management

» Service description

= Scope of OLA: in- and out-of-scope activities

» Dependent services

= OLA details:
» Name of service (e.g. service desk, capacity management)
= Service description
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= Service hours

= Service provider

= Service consumers

= Service outcomes

= Contact points and roles

= Agreed activities of all parties (e.g. party A will send an
incident record to party B, party B will confirm receipt)

» Service targets

» Measurement: availability, performance targets etc.

RACI matrix

= Service boundaries

»  Quality assurance and service reporting

= Service reviews

= Glossary.
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7.2.5. Collaboration and Cooperation and the SIAM Structures

Externally
sourced

Internally
sourced

Lead supplier

Hybrid

Internal service providers may be unwilling to
collaborate and cooperate with the external service
integrator

External service providers may be more willing to
collaborate and cooperate as it will perceive the
service integrator as the customer

There is a risk that a customer organization might not
manage the service providers well owing to a lack of
SIAM experience. If the service integrator cannot
encourage the right culture and behaviours, this will
affect the level of collaboration and cooperation

If the internal service integrator is seen to freat infernal
service providers differently this can lead to reduced
collaboration and cooperation by the external service
providers

Internal service providers may be unwilling to
collaborate and cooperate with the internal service
integrator

Internal service providers may be unwilling to
collaborate and cooperate with the external service
integrator

If the lead supplier is seen to favor its own service
provider in its service intfegrator role, this can lead to
reduced collaboration and cooperation from the
other service providers

The roles and responsibilities of the customer acting as
service integrator and the third-party service
integrator need to be clear. It is challenging for
service providers to collaborate if they do not
understand the structure and boundaries of
responsibilities

Internal service providers may be unwilling to
collaborate and cooperate with the hybrid service
integrator because it includes external elements.
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7.3. Cross-service Provider Organization

This section addresses the cultural aspects of cross-service provider
organization only. For more detail about managing cross-functional tfeams
and managing conflict see Section 6.1: People Practices.

Cross-service provider organization describes the cultural considerations
associated with managing a service across multiple service providers.

7.3.1. What does this mean in a SIAM Ecosystem?
The SIAM ecosystem can include an internal, hybrid, external, or lead supplier
service integrator, plus several internal or external service providers.

Each service provider will have its own strategies, objectives and ways of
working. The customer organization does not always have the ability (or
desire) to mandate that all service providers follow a common set of
processes or use the same toolset. They do, however, require all service
providers to be able to interface with and integrate into the end to end
service management processes.

From a cultural perspective, cross-service provider organization requires
service providers to have appropriate behaviours and atfitudes to support
the customer organization and help them achieve its goals, rather than
focusing on individual goals.

7.3.2. Why is it Important?

Successful cross-service provider organization supports delivery of the end fo
end service. It starts with the customer organization. The customer needs to
articulate a clear vision of what success looks like to all the service providers
in the SIAM ecosystem.

The vision needs to be cascaded through all layers and across the
ecosystem. This will then enable consistent:

= Strategies

= Objectives

= Processes; this does not preclude service providers using their own
processes and procedures, but ensures that the overall end to end
process is infegrated, can be managed, and is driving the correct
outcomes.
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7.3.3. What Challenges will be faced?
Some of the cultural challenges related to cross-service provider organization
include:

» The customer retained organization may step back into its old role
and get involved with delivery, rather than focusing on corporate
governance and its own business objectives. This creates confusion,
duplicatfion and does not allow the service providers, the service
integrator, or the customer to work effectively

= Service providers focus on their own targets at the expense of end
to end service targets

= Service providers do not buy into the culture of collaboration and
do not share innovations and potential improvements with other
parts of the ecosystem

» The service integrator does not treat service providers equally,
leading to resentment and disengagement

= |f service providers have poor interfaces with end to end service
management processes and tools, the role of the service integrator
becomes more challenging; for example, monitoring, reporting,
measurement will all be less effective.

7.3.4. How can they be Resolved?
These cultural issues can be addressed in several ways, including:

» For all parties:

» Establishing consistent contractual targets/service level
agreements and common performance measures/key
performance indicators across the supply chain, so that all
service providers feel they are equal and not disadvantaged

» Having performance measures that encourage partnering
and shared innovation with other parties

=  Cross-service provider processes must be based on a
common language that all parties can understand

» From the customer perspective, empowering the service integrator
to have ownership, responsibility and accountability

= From the customer, service integrator, and service provider
perspective, celebrate success, praise excellent service
performance, delivery and innovation, o emphasize and reward
the desired behaviours
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=  Establish ‘champion’ process forums with representation from the
service integrator and all service providers to discuss and improve
the effectiveness of end to end processes, tools, interfaces and
integration.

7.3.5. Cross-service Provider Organization and the SIAM Structures
= External service providers may be reluctant to share

Externally information about how they work with an external
sourced service integrator, if they view them as a competitor
Internally » Internal service providers may be unwilling to work

with and intfegrate with external service providers
sourced
» The external organization that is acting as the service
integrator and a service provider could be seen as a
‘favourite’ of the customer. If other service providers
don't feel they are being treated fairly, they are less
likely to work together

Lead supplier

» Effective cross-service provider organization requires
clear direction from the customer and the service
integrator. If the roles within the hybrid service

Hybrid integrator are not clearly defined, meetings and
structures to support cross-service provider
organization may not be put in place.
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8. Challenges and Risks

Adopting a SIAM model requires an organizational transformation. The
changes that are involved will affect people, processes, technology; and the
interfaces between them.

As with any organizational change, there will be challenges to face. These
challenges can have a significant impact on the transition to a SIAM model
and will require concerted effort to overcome.

Each challenge has associated risks, which need to be recorded, evaluated,
managed and mitigated (where appropriate) using a risk management
methodology. The impact of the challenge and associated risks will influence
the amount of time and resources that will be used to address them.

The challenges and risks described here should be considered by any
organization planning to adopt SIAM. They may not all be relevant, but can
provide useful input for SIAM planning.
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8.1. Challenge: Building the Business Case
Organizations must be clear about their business case for SIAM. This should
include the expected benefits and costs.

It is not always possible to have a complete picture during the Discovery and
Strategy stage of the roadmap, as some of the detail may not be known until
the Plan and Build stage. However, it is usual to create an outline business
case before starting a SIAM implementation that will be developed
throughout the SIAM roadmap into a full business case.

The business case should include the drivers that apply to the organization,
drawn from the five SIAM driver groups (documented in Section 1.5.2: Drivers
for SIAM):

Service safisfaction

Service and sourcing landscape
Operational efficiencies
External drivers

Commercial drivers.

AR

The business case also needs to articulate the benefits that the organization
expects to achieve by adopting a SIAM model. These could include, for
example:

»  Mitigating the risk of procuring services from a single provider by
leveraging best of breed services from several providers

» |mproving their capability fo add and remove service providers

» Improving the quality of service

» Increasing the value derived from IT services.

These benefits will only be achieved though clear objectives, robust
planning, and effective management.
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8.1.1. Which Parties will this Challenge Affect?

This challenge mainly applies to the customer that is creating the business
case. It can also apply to an organization that intends to be an external
service integrator, as it will need to be able to justify the cost of its services.

8.1.2. Which Roadmap Stage will this Challenge Affect?
This challenge starts early in the SIAM roadmap, during Discovery and
Strategy, and continues all the way through.

At the end of the Discovery and Strategy stage, executive backing is
required to approve the outline business case for SIAM, and to allocate
resources to the next stage.

At the end of the Plan and Build stage, executive backing is required to
authorise any procurements and allocate resources to the remaining stages.
The business case will also be used during the Implement and Run and
Improve stages to verify that the anticipated benefits are being realised.

8.1.3. Associated Risks
Without a strong business case, there are several risks, including:

» The customer organization’s executives do not approve the
transition to SIAM

» The customer organization’s executives approve the transition to
SIAM, but do not allocate enough resources or provide sufficient
support

» The customer organization starts the transformation process without
a clear picture of the benefits it expects to achieve; this will make it
difficult to verify if the transition to SIAM has been successful

» The success of the program cannot be measured because
anticipated benefits have not been clearly defined

= The costs of the transition to SIAM are understated, so there may not
be enough budget available to complete the transition.
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8.1.4. Potential Mitigation
These risks can be mitigated by:

= Allocating skilled resources to build the business case

= Executing all the activities in the Discovery and Strategy and Plan
and Build stages

» Linking the strategy for SIAM to the customer organization’s high-
level strategy and objectives

» |dentifying and addressing each of the appropriate drivers for the
SIAM fransformation

=  Adding as much detail as possible and refining the business case as
the roadmap proceeds

» |dentifying any current contracts that are inefficient

» |dentifying contracts that are providing good value and are a good
cultural fit

» Using industry data/benchmarks where available to show the
benefits of SIAM in other organizations

* Including the proposed SIAM structure and SIAM model

= Documenting the expected benefits.
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8.2. Challenge: Level of Control and Ownership

During the Discovery and Strategy stage of the roadmap, the customer
organization needs to consider how it will balance the level of conftrol it
wants to have over service provision, processes, tools and data against the
benefits it will obtain from delegating them to a service integrator. This
decision is then confirmed in the Plan and Build stage.

8.2.1. Which Parties will this Challenge Affect?

This challenge mainly applies to the customer organization while it decides
on its preferred SIAM structure and model, and sets policies related to roles,
responsibilities, data and tooling.

If this challenge is not resolved, it can make the definition of the SIAM model,
and the role of the service integrator and the service providers, more
challenging because responsibilities and accountabilities are unclear.

8.2.2. Which Roadmap Stage will this Challenge Affect?
The level of confrol and ownership needs to be decided at a high-level
during Discovery and Strategy, and more detail added during Plan and Build.

8.2.3. Associated Risks
If the level of control and ownership is not clearly defined, associated risks
include:

= |f the customer is not prepared to relinquish ownership of service
activities and processes, it may not be possible to realize the
anticipated benefits from SIAM, as the service integrator may be
unable to perform its role

» |f the customer relinquishes all control and accountability, the
service intfegrator might not have enough strategic direction to
allow it to carry out its role

= |f the level of control associated with data is too restrictive, the
service integrator and service providers may not have access to the
data they need

= |f the level of control associated with data is not restrictive enough,
the customer’s data may be at risk, for example from a security
breach
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» |f the ownership of data is not defined, the customer might find it no
longer has access to data about, for example, incident and
change records related to ifs services.

8.2.4. Potential Mitigation
These risks can be mitigated by:

» Defining a clear vision and selecting an appropriate SIAM structure
and SIAM model during the Discovery and Strategy, and Plan and
Build stages of the roadmap

» Ensuring that the customer organization understands the difference
between governance and management, so it is clear what
activities it needs to monitor, and what it needs to do. This will form
part of the governance framework

» Implementing clear policies for data, tooling and processes

» Defining ownership of processes, tools, data, information and
knowledge during the Plan and Build stage of the SIAM roadmap.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 211 of 238



SIAM® Foundation BoK

8.3. Challenge: Legacy Contracts
There are two main challenges associated with legacy contracts:

= Not fit for purpose: some legacy confracts might still be in place
after the SIAM implementation. The contractual requirements in the
legacy contract with the service provider are unlikely to align with
the new SIAM model

= Expiry: continuity of service may be compromised if legacy service
provider contracts expire before the implementation of new service
provider confracts.

It is important to recognize that service providers who are not going to be
part of the future operating model may be challenging to deal with.

8.3.1. Which Parties will this Challenge Affect?

This challenge will affect the customer that owns the SIAM model, and the
service integrator that will be coordinating the services. The existing service
providers will be affected; as will new service providers being added.

8.3.2. Which Roadmap Stage will this Challenge Affect?

Contracts that may not be fit for purpose should be identified during the
Discovery and Strategy roadmap stage. If no action is taken during Plan and
Build, the effects will be felt during the rest of the SIAM implementation and
delivery.

Contract expiry will affect the Plan and Build stage, and can also affect the
Implement stage.

8.3.3. Associated Risks
The potential risks associated with legacy contracts include:

» Increased service integrator workload, when unexpired legacy
confracts need to be integrated into the SIAM model

= A gapinservice if alegacy contract expires before a new SIAM-
based confractis in place

= Additional customer costs for extensions to existing confracts during
the transition to SIAM, or for early release from an existing contract.
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8.3.4. Potential Mitigation
Risks associated with contracts not being fit for purpose can be mitigated by:

» Understanding which contracts this relates to and creating a
timetable o show how long the risk will exist for

» Sharing the new SIAM vision with the existing service providers

» Renegotiating/amending contracts where possible; it is possible
that requirements, SLAs, and measurements could be changed

= Investigating the cost of termination

» Creating a contingency plan if the contract cannot be amended
or terminated

» Using the information to guide the design approach taken in Plan
and Build

» Creating a mechanism for the service integrator to report any issues
related to existing confracts.

Risks associated with contfracts expiring can be mitigated by:

» Developing a clear understanding of all existing service provider
contracts so there are no surprises

= Developing a roadmap for the fransition to SIAM that aligns with
existing expiry dates as far as possible

» Creating contingency plans in case of delays

» Negotiating extension options with existing service providers.
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8.4. Challenge: Commercial Challenges

Commercial challenges relate to how the SIAM model is established and the
structure that is chosen. The customer, the service integrator and the service
providers all need to feel they are getting what they expect and are being
treated fairly.

If a customer organization does not have mature SIAM capabilities, the
commercial agreements it puts in place may not be appropriate.

8.4.1. Which Parties will this Challenge Affect?
All the parties in the SIAM ecosystem can be affected by this challenge:

» The customer needs to feel they are getting value for money

» Externally sourced service integrators and all service providers need
to be profitable and not incur penalties they see as unfair

» The service integrator and the customer need to have an
appropriate commercial framework to govern and incentivise the
service providers.

8.4.2. Which Roadmap Stage will this Challenge Affect?

This challenge will span the entire roadmap. Commercial decisions will be
made during Discovery and Strategy, and then detail will be added and
contracts defined during Plan and Build. They need to be monitored during
Implement, and Run and Improve activities identified where necessary.

8.4.3. Associated Risks
Commercial risks include:

= Unrealistic targets and service levels for service providers may result
in their withdrawing from the ecosystem

» Lack of clearly defined boundaries between service providers make
it challenging to allocate responsibility for service failures

» The service integrator is managing the service providers from a SIAM
perspective but does not have any direct contracts with them;
unless the right level of empowerment is in place, the service
integrator may not be effective
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» The service providers impose their own contracts that have targets
that do not align with end to end service requirements (for
example, when the service provider is a very large organization it
may have a standard set of service levels).

8.4.4. Potential Mitigation
These risks can be mitigated by:

=  Getting the right skills and experience involved during contractual
negotiations

= Defining service boundaries and service interactions

» Including in service provider contracts that the service integrator is
the managing agent of the customer, with devolved authority for
managing delivery against contfracts

= Making sure targets and service levels flow down and are
apportioned across service providers

»  Ensuring that penalties and service credits can be calculated
correctly

» Having clear and unambiguous contfracts

» Scheduling regular reviews to assess if contracts are performing as
they should.
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8.5. Challenge: Security

Implementing a SIAM model requires sharing of data and information about
services across multiple service providers. Security needs to be embedded in
every layer, through roles, responsibilities, communication and reporting.

The customer organization needs to be clear about what data and
information exists in the ecosystem, where it is, and how it will be managed
and secured.

8.5.1. Which Parties will this Challenge Affect?

This challenge affects the customer, the service integrator and the service
providers; each party has a responsibility for the overall security of the
service.

8.5.2. Which Roadmap Stage will this Challenge Affect?
If security related roles and activities are not clearly defined during Plan and
Build, the impact will be felt in later roadmap stages.

In a worst-case scenario, a security incident during ‘Run’ might take longer to
discover because no one party is responsible for detecting it. The response
could also be slow because the service providers do not have clarity on
individual responsibilities.

8.5.3. Associated Risks
Potential risks associated with security include:

»  Alack of understanding of the customer organization’s legislative
and regulatory responsibilities, and a lack of education for the
service integrator and service providers to make them aware of
these

» Alack of understanding of the criticality of information, and no
agreed approach to managing information

= |nability fo map dataflows and the end to end service, to identify
what is in scope for security

= Security roles and responsibilities not mapped and allocated

= Process inadequacies, including a lack of access management for
service providers to ensure they can only access what is necessary
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» |neffective data segregation, particularly in relation to a service
provider's commercially sensitive data that should not be visible to
other service providers

» |[froles are not clear security tasks might be duplicated, leading to
wasted effort, or not managed, leading to service unavailability
and security breaches.

8.5.4. Potential Mitigation
These risks can be mitigated by:

» Having a clear security strategy and supporting policies that are
cascaded to all service providers via the service integrator

= Using other practices like COBIT® and OBASHI to help identify
information assets and dataflows

= Designing and implementing end to end security management

» Implementing effective processes such as access management

» |dentifying and completing security activities when adding and
removing service providers; service providers being added need
enough access to be effective, and service providers that are
being removed need to have access terminated

» Creating a schedule for audits and testing

» Encouraging a culture of openness so service providers are
confident to share information about a breach

» Establishing a process forum for security.

© Scopism Limited 2016. All Rights Reserved. www.scopism.com

Page 217 of 238



SIAM® Foundation BoK

8.6. Challenge: Cultural Fit
Different service providers will have different corporate cultures, which all
need to work within the SIAM ecosystem.

Service providers need to work together to meet customer outcomes, often
with organizations with whom they are in competition in the broader
marketplace.

Existing service providers might not be willing to change to adapt to the SIAM
model. New service providers need to be a good cultural fit.

8.6.1. Which Parties will this Challenge Affect?
This challenge affects the customer, the service integrator and the service
providers; each party has a role to play in cultural change.

8.6.2. Which Roadmap Stage will this Challenge Affect?

This challenge needs to be initially addressed in Plan and Build. The issues will
increase during the Implement stage, and may worsen during Run and
Improve.

8.6.3. Associated Risks
Potential risks associated with cultural fit include:

= Service providers not working well together

= Service providers not intferacting with end to end processes and
procedures

» End to end service targets not being met

» Culturalissues can lead to SIAM benefits not being delivered to the
customer organization

» The service integrator being unable to fulfil their role because the
service providers are not working together

» Frustration for all parties if a service provider says one thing and
does another.
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8.6.4. Potential Mitigation
These risks can be mitigated by:

= Being aware of the risk of cultural mismatch, and planning to
identify it and intervene where required

= Assessing cultural fit during procurement and selecting service
providers who will be a good cultural fit

» Encouraging a culture of collaboration

» Using collaboration agreements (see Section 7.2.4)

= Demonstrating correct behaviour at the customer and service
integrator level

» Establishing SIAM structural elements (boards, forums and working
groups) to build relationships and reinforce culture.
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8.7. Challenge: Behaviours
When a major organizational change happens, it is easy and tempting for
staff to revert to old ways of working with which they are more familiar.

This might mean that the infended value of the SIAM implementation is not
realized, because the implementation does not become ‘business as usual’
or an accepted way of working. An effective SIAM ecosystem relies on
much more than just contractual agreements. It also relies on good
relationships between the customer, the service integrator and the service
providers.

8.7.1. Which Parties will this Challenge Affect?

This challenge affects the customer, the service integrator and the service
providers; all parties must adopt new behaviours to make the SIAM model
successful.

8.7.2. Which Roadmap Stage will this Challenge Affect?
This will typically happen during Run and Improve, but also during the
Implement stage.

In the Implement stage, SIAM is the new way of working and all parties must
work together to implement the SIAM model. In Run and Improve, it needs to
become ‘business as usual’. Behaviour needs to be reviewed continually,
and revisited if key staff change or a new service provider is added.

8.7.3. Associated Risks
Potential risks associated with behaviour include:

= Service provider staff circumventing the service integrator to talk
directly to the customer, and vice versa

= One or more service providers not engaging fully

= The service integrator is perceived as being biased

» The customer service integrator acts in a dictatorial way and does
not have good relationships with the service providers

» The customer and the service integrator don’t present a united front

= Relationships become reliant on key personnel, who could leave

» Failure to achieve service levels.
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8.7.4. Potential Mitigation
These risks can be mitigated by:

» Continual reinforcement of correct behaviour at all levels

» The customer and the service integrator presenting a united front to
service providers

= Regular behaviour reviews and audits

» Ongoing training and awareness for staff

» Use of collaboration agreements (see Section 7.2.4)

= Providing regular communication to build relationships, based on a
communication plan that identifies relevant stakeholder groups
and describes a communication strategy for each of them

» All the involved parties holding each other accountable for their
behaviour

» The customer and service integrator being realistic about what can
be achieved; working with service providers - not punishing them

» Implementation of the SIAM structural elements

» Rewarding good behaviours.
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8.8. Challenge: Measuring Success

To show that SIAM is delivering value, it must be measured. Developing an
end to end performance management and reporting framework that spans
multiple service providers can be a significant challenge.

8.8.1. Which Parties will this Challenge Affect?

This challenge will affect the customer if it is unable to validate whether SIAM
is delivering value and services are performing, and the service integrator
that has the task of building the end to end reports.

8.8.2. Which Roadmap Stage will this Challenge Affect?

This challenge will usually happen during Run and Improve, when the
customer fries to measure the effectiveness of SIAM in the business as usual
environment.

The measures should be defined during Plan and Build, linked to the original
drivers for SIAM identified in Discovery and Strategy.

Measurements will need to evolve when improvement activities take place.

8.8.3. Associated Risks
Potential risks associated with measuring success include:

» Measures not aligned with the anficipated benefits from the
business case

* Not measuring and reporting on the right things

» Measuring foo much, which wastes resources and can obscure
important information

» Not measuring enough to identify the required information

» Being unable to measure services from end to end.
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8.8.4. Potential Mitigation
These risks can be mitigated by:

» Creating an effective performance management and reporting
framework

» Clearly defining who needs to measure what, when, how and why

= Regularly reviewing reports to confirm they are sfill fit for purpose

= Using a mix of qualitative and quantitative measures.
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8.9. Challenge: Trust/Eliminating Micro-management
Trust between all parties is essential in SIAM ecosystems.

A lack of trust can manifest itself as duplication of roles and activities, such as
the customer continually checking what the service integrator has done. The
customer organization might be unable to let go of activities it used to
perform.

It can also result in micro-management, for example, the service integrator
reviewing every aspect of every change from the service providers.

All of this will increase cost, leading to savings and efficiencies not being
realized. It can also cause confusion and inconsistency.

8.9.1. Which Parties will this Challenge Affect?
Lack of trust and micro-management can affect the customer organization,
the service integrator and the service providers.

8.9.2. Which Roadmap Stage will this Challenge Affect?

This challenge will usually be identified after SIAM has become business as
usual, so in the Implement and Run and Improve roadmap stages. To address
it, mitigating activities and plans should begin in the Plan and Build stage.

8.9.3. Associated Risks
Potential risks associated with lack of trust and micro-management between
the customer and service integrator include:

» The customer has a larger than needed retained organization

» The customer organization won't realize any benefits from adopting
SIAM, because it continues to work as it always has done

= Process and service activities are duplicated by the customer and
the service integrator

= The customer organization wastes time and resources micro-
managing and checking the work of the service integrator

» The service integrator wastes time and resources providing extra,
unnecessary customer reports
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» The service providers continue to interact directly with the
customer, because they see the customer does not value the
service integrator.

Potential risks associated with lack of tfrust and micro-management between
the service integrator and service providers include:

» Process and service activities are being duplicated by the service
integrator and the service providers

» The service integrator wastes time and resources micro-managing
and checking the work of the service providers

» The service providers waste time and resources providing extra,
unnecessary reports

» The service providers continue to interact directly with the
customer, because they do not value the service integrator.

8.9.4. Potential Mitigation
These risks can be mitigated by:

=  Careful design of the SIAM model in the Plan and Build stage,
particularly roles, responsibilities, and governance framework

» Adopting a phased approach to the implementation of SIAM to
allow the customer to develop trust in the service integrator

» Having regular communication and a culture of improvement to
identify and discuss micro-management and duplication of effort

» Establishing effective structural elements to support relationships
and build frust.
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Appendix A: Glossary of Terms

This glossary defines the terms used in this document. This includes the specific
SIAM definitions for common terms such as ‘board’.

Also referred to as service aggregation. Bringing

Aggregation together components and elements to create a group
(or service)
Boards perform governance in the SIAM ecosystem.
Board They are formal decision making bodies, and are

accountable for the decisions that they take. Boards are
a type of structural element

Business as usual
(BAU)

The normal state of something

Business case

Outlines a proposed course of action, its potential costs
and benefits. Supports decision making

Capability

The power or ability to do something?!

Cloud services

Services that are provided over the internet, including
software as a service (Saas), infrastructure as a service
(laaS) and platform as a service (Paas). Often treated
as a commodity service

COBIT®

COBIT® (Control Objectives for Information and Related
Technologies) is a framework for IT governance and
management created by ISACA

Code of conduct

A code of conduct (or ‘rules of the club’) document is
not a contractual agreement. It provides high-level
guidance for how the parties in the SIAM ecosystem will
work together

Collaboration
agreement

A collaboration agreement helps to create a culture
based on working together to deliver shared outcomes,
without continual reference back to contracts

Commodity service

A service that can easily be replaced; for example,
internet hosting is often a commodity service

An agreement between two legal entities. SIAM
confracts are often shorter in duration than traditional

(organization)

Confract outsourcing contracts, and have targets to drive
collaborative behaviour and innovation
The customer organization is the end client who is
making the transition to SIAM as part of its operating
Customer

model. It commissions the SIAM ecosystem

21 Oxford English Dictionary © 2016 Oxford University Press
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architecture

Disaggregation Splitting a group into component parts
The SIAM ecosystem includes three layers: customer
Ecosystem organization (including retained capabilities), service
integrator, and service provider(s)
. A definition of the structure and operation of an
Enterprise

organization. It maps the current state and can be used
to support planning for desired future states

Enterprise service
bus

A type of ‘middleware’ that provides services to link
more complex architectures

External service
provider

An external service provider is an organization that
provides services and is not part of the customer
organization. It is a separate legal entity

Externally sourced
service integrator

Type of SIAM structure: the customer appoints an
external organization to take the role and provide the
capabilities of the service integrator

Function

An organizational entity, typically characterized by a
special area of knowledge or experience??

Governance

Governance refers to the rules, policies, processes (and
in some cases, legislation) by which businesses are
operated, regulated and controlled. There may be
many layers of governance within a business from
enterprise, corporate and IT. In a SIAM ecosystem,
governance refers to the definition and application of
policies and standards. These define and ensure the
required levels of authority, decision making and
accountability.

Governance
framework

Within a SIAM ecosystem, allows the customer
organization to exercise and maintain authority over the
ecosystem. It includes corporate governance
requirements, conftrols to be retained by the customer,
governance structural elements, segregation of duties,
and risk, performance, contract and dispute
management approaches

Governance model

Designed based on the governance framework and
roles and responsibilities. Includes scope,
accountabilities, responsibilities, meeting formats and
frequencies, inputs, outputs, hierarchy, terms of
reference and related policies

Hybrid service
integrator

Type of SIAM structure: the customer collaborates with
an external organization to take the role of service
integrator and provide the service integrator capability

Infrastructure as a
Service (laas)

A type of cloud service that allows customers to access
virtualized computing resources

22 Source: IT Process Wiki
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Insourcing Sourcing from within the organization
In’relhgen’r client See retained capabilities
function

Internal service
provider

An internal service provider is a team or department
that is part of the customer organization. Its
performance is typically managed using internal
agreements and targets

Internally sourced
service integrator

Type of SIAM structure: the customer organization takes
the role of service integrator, providing the service
integration capability

ITIL®

ITIL® is the most widely accepted approach to IT service
management in the world, and is a registered
trademark of AXELOS Limited

Key performance
indicator (KPI)

A metric used to measure performance. KPIs are
defined for services, processes and business objectives

Layers (SIAM layers)

There are three layers in the SIAM ecosystem: customer
organization (including retained capabilities), service
integrator, and service provider(s)

Lead supplier
service integrator

Type of SIAM structure: the role of service integrator is
taken by an external organization that is also an
external service provider

Man-marking

An undesirable and wasteful type of micro-
management, where the customer checks the work of
the service integrator constantly

Management A management methodology describes methods, rules
methodology and principles associated with a discipline

MICFOSQfT A guide for IT professionals that describes how to create,
Operations

Framework (MOF)

implement and manage services

Model (SIAM
model)

A customer organization develops its SIAM model based
on the practices, processes, functions, roles and
structural elements described within the SIAM
methodology. Their model will be based on the layers in
the SIAM ecosystem

Multi-sourcing

Sourcing of goods or services from more than one
supplier

Multi-sourcing
integration (MSI)

May be used as an acronym for SIAM

Open Systems
Interconnect (OSI)

A reference model for how applications communicate
over a network

Operational level
agreement (OLA)

Within the SIAM context, OLAs are created between the
service integrator and service providers to break down
end to end service targets intfo detail and individual
responsibilities
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Organizational The process used to manage changes to business
change processes, organizational structures and cultural
management changes within an organization

Outsourcing

Procuring goods or services from an external
organization

Performance
management and
reporting
framework

The performance management and reporting
framework for SIAM addresses measuring and reporting
on arange of items including:

» Key performance indicators

» Performance of processes and process
models

= Achievement of service level targets

= System and service performance

» Adherence to contractual and non-
contractual responsibilities

= Collaboration

= Customer satisfaction

Platform as a
Service (Paas)

A type of cloud service that allows customers to use
virtual platforms for their application development and
management. This removes the need for them to build
their own infrastructure

Practice

The actual application or use of an idea, belief, or
method, as opposed to theories relating to it23

Prime vendor

A sourcing approach where the service provider sub-
contracts to other service providers to deliver the
service, and the customer only has a contractual
relationship with the prime vendor

Process

A documented, repeatable approach to carrying out a
series of tasks or activities

Process forum

Process forums are aligned to specific processes or
practices. Their members work together on proactive
development, innovations, and improvements. Forums
will convene regularly, for as long as the SIAM model is in
place. Process forums are a type of structural element

Process manager

Responsible for process execution

Process model

Describe the purpose and outcomes for a process, as
well as activities, inputs, outputs, interactions, controls,
measures and supporting policies and templates

Process owner

A process owner is accountable for end to end process
design and process performance

23 Source: Google
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Program The process responsible for managing groups of projects
management to deliver a unified goal
Project A process that provides a repeatable approach to
management deliver successful projects
RACI is an acronym that stands for Responsible,
Accountable, Consulted and Informed. These are the 4
RAC key ‘involvements’ that can be assigned to an activity

and arole. A RACI chart is a matrix of all the activities or
decision making authorities undertaken in an
organization set against all the people or roles

Request for
information (RFl)

A business process used to compare suppliers, by
collecting information about them and their capabilities

Request for
proposal (RFP)

A business process used to allow suppliers to bid for a
piece of work or project

Retained
capability/capabilit
ies

The customer organization will include some retained
capabilities. The retained capabilities are the functions
that are responsible for strategic, architectural, business
engagement and corporate governance activities. The
service integrator is independent from the retained
capabilities, even if it is internally sourced. Service
integration is not a retained capability. Retained
capabilities are sometimes referred to as the ‘intelligent
client function’

Roadmap

The SIAM roadmap has four stages: Discovery and
Strategy, Design and Build, Implement, Run and Improve

Separation of

An internal control used to prevent errors or fraud,
separate of duties defines what each role is authorized
to do, and when more than one person must be

duties/concerns involved in a task. For example, a developer might not
be permitted to test and approve their own code
Service A system that meets a need, for example, email is an 'IT

service' that facilitates communication

Service boundaries

A definition of what parts make up a service (whatis
'inside the boundary'), often used in technical
architecture documents

Service consumer

The organization directly using the service

Service model

Part of the overall SIAM model for an organization; a
way of referring to the services, service providers, service
hierarchies and service groups that are included

Service integration
(S1)

May be used as an acronym for SIAM

Service integration
and management
(SIAM)

Service integration and management (SIAM) is a
management methodology that can be applied in an
environment that includes services sourced from a
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number of service providers. Sometimes referred to as
SI&M

Service integrator

A single, logical entity held accountable for the end to
end delivery of services and the business value that the
customer receives. The service integrator is accountable
for end to end service governance, management,
integration, assurance and coordination

Service integrator
layer

The service integrator layer of the SIAM ecosystem is
where end to end service governance, management,
integration, assurance and coordination is performed

Service The management practices and capabilities that an
management organization uses to provide services to consumers
Service

management and
integration (SMAI)

May be used as an acronym for SIAM

Service
management
integration (SMI)

May be used as an acronym for SIAM

Service manager

Responsible for service delivery for one or more services

Service model

A way of modelling the hierarchy of services, including
services that are directly consumed by the customer
organization and underpinning services and
dependencies

Service
orchestration

Service orchestration is the term used to define the end
to end view of service activities and establishing the
standards for inputs and outputs to the end to end
process. This includes defining control mechanisms while
still allowing service providers to define the mechanisms
of fulflment and the freedom to pursue internal
processes

Service outcomes

A definition of what a service is meant to achieve or
deliver

Service owner

A role that is accountable for the end to end
performance of a service

Service provider

Within a SIAM ecosystem, there are multiple service
providers. Each service provider is responsible for the
delivery of one or more services, or service elements, to
the customer. It is responsible for managing the products
and technology used to deliver its contracted or agreed
services, and operating itfs own processes. They can be
internal or external to the customer organization.
Historically referred to as towers, may also be referred to
as vendors or suppliers
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Service providers can be categorized as strategic,

category tactical or commodity.
Shadow IT describes IT services and systems

Shadow IT commissioned by business depor’rmen’rs,. without the
knowledge of the IT department (sometimes referred to
as ‘stealth IT').

SIAM model See model

SIAM structures

The four structures describe how the service integrator is
sourced: internally, externally, from a lead supplier or as
a hybrid

Software as a
Service (Saas)

A cloud service where software is paid for monthly as a
subscription rather than purchased as a one-tfime
payment

Sourcing

The procurement approach an organization adopts; for
example, sourcing services internally or externally.
Adopting SIAM will affect how an organization sources
services and the types of contfracts it puts in place with
service providers

Structural element

Structural elements are teams that have members from
different organizations and different SIAM layers. They
include: boards, process forums and working groups

Supplier

An organization from whom the customer receives
goods or services

Tooling strategy

Defines what tools will be used, who will own them, and
how they will support the flow of data and information
between the SIAM layers

Tower

See service provider

Watermelon effect
(Watermelon
reporting)

The watermelon effect occurs when a report is ‘green
on the outside, red on the inside’. The service provider(s)
meet individual targets, but the end to end service is not
meeting the customer’s requirements

Working group

Working groups are convened to address specific issues
or projects. They are typically formed on a reactive ad-
hoc or fixed-term basis. They can include staff from
different organizations and different specialist areas.
Working groups are a structural element
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Appendix B: License Information

Creative Commons Attribution-Non-commercial-No Derivatives 4.0 International
Public License

By exercising the Licensed Rights (defined below), You accept and agree to be
bound by the terms and conditions of this Creative Commons Attribution-Non-
commercial-No Derivatives 4.0 International Public License ("Public License"). To
the extent this Public License may be interpreted as a contract, You are granted
the Licensed Rights in consideration of Your acceptance of these terms and
conditions, and the Licensor grants You such rights in consideration of benefits
the Licensor receives from making the Licensed Material available under these
terms and conditions.

Section 1 - Definitions.

a. Adapted Material means material subject to Copyright and Similar Rights
that is derived from or based upon the Licensed Material and in which the
Licensed Material is franslated, altered, arranged, transformed, or
otherwise modified in a manner requiring permission under the Copyright
and Similar Rights held by the Licensor. For purposes of this Public License,
where the Licensed Material is a musical work, performance, or sound
recording, Adapted Material is always produced where the Licensed
Material is synched in timed relation with a moving image.

b. Copyright and Similar Rights means copyright and/or similar rights closely
related to copyright including, without limitation, performance,
broadcast, sound recording, and Sui Generis Database Rights, without
regard to how the rights are labelled or categorized. For purposes of this
Public License, the rights specified in Section 2(b)(1)-(2) are not Copyright
and Similar Rights.

c. Effective Technological Measures means those measures that, in the
absence of proper authority, may not be circumvented under laws
fulfilling obligations under Article 11 of the WIPO Copyright Treaty adopted
on December 20, 1996, and/or similar international agreements.

d. Exceptions and Limitations means fair use, fair dealing, and/or any other
exception or limitation to Copyright and Similar Rights that applies to Your
use of the Licensed Material.

e. Licensed Material means the artistic or literary work, database, or other
material fo which the Licensor applied this Public License.

f. Licensed Rights means the rights granted to You subject to the terms and
conditions of this Public License, which are limited to all Copyright and
Similar Rights that apply to Your use of the Licensed Material and that the
Licensor has authority to license.
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9. Licensor means the individual(s) or entity(ies) granting rights under this
Public License.

h. Non-commercial means not primarily intended for or directed towards
commercial advantage or monetary compensation. For purposes of this
Public License, the exchange of the Licensed Material for other material
subject to Copyright and Similar Rights by digital file-sharing or similar
means is Non-commercial provided there is no payment of monetary
compensation in connection with the exchange.

i. Share means to provide material to the public by any means or process
that requires permission under the Licensed Rights, such as reproduction,
public display, public performance, distribution, dissemination,
communication, or importation, and to make material available to the
public including in ways that members of the public may access the
material from a place and at a time individually chosen by them.

|.  Sui Generis Database Rights means rights other than copyright resulting
from Directive 96/9/EC of the European Parliament and of the Council of
11 March 1996 on the legal protection of databases, as amended and/or
succeeded, as well as other essentially equivalent rights anywhere in the
world.

k. You means the individual or entity exercising the Licensed Rights under this
Public License. Your has a corresponding meaning.

Section 2 - Scope.

a. License grant.

1. Subject to the terms and conditions of this Public License, the
Licensor hereby grants You a worldwide, royalty-free, non-sub
licensable, non-exclusive, irrevocable license to exercise the
Licensed Rights in the Licensed Material to:

A. reproduce and Share the Licensed Material, in whole orin
part, for Non-commercial purposes only; and

B. produce and reproduce, but not Share, Adapted Material for
Non-commercial purposes only.

2. Exceptions and Limitations. For the avoidance of doubt, where
Exceptions and Limitations apply to Your use, this Public License
does not apply, and You do not need to comply with its terms and
condifions.

3. Term. The term of this Public License is specified in Section 6(q).

4. Media and formats; technical modifications allowed. The Licensor
authorizes You to exercise the Licensed Rights in all media and
formats whether now known or hereafter created, and fo make
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technical modifications necessary to do so. The Licensor waives
and/or agrees not to assert any right or authority to forbid You from
making technical modifications necessary to exercise the Licensed
Rights, including technical modifications necessary to circumvent
Effective Technological Measures. For purposes of this Public
License, simply making modifications authorized by this

Section 2(q)(4) never produces Adapted Material.

5. Downstream recipients.

A. Offer from the Licensor — Licensed Material. Every recipient of
the Licensed Material automatically receives an offer from
the Licensor to exercise the Licensed Rights under the terms
and conditions of this Public License.

B. No downstream restrictions. You may not offer or impose any
additional or different terms or conditions on, or apply any
Effective Technological Measures to, the Licensed Material if
doing so restricts exercise of the Licensed Rights by any
recipient of the Licensed Material.

6. No endorsement. Nothing in this Public License constitutes or may
be construed as permission to assert or imply that You are, or that
Your use of the Licensed Material is, connected with, or sponsored,
endorsed, or granted official status by, the Licensor or others
designated to receive attribution as provided in

Section 3(a) (1) (A)(i).

b. Other rights.

1. Moral rights, such as the right of integrity, are not licensed under this
Public License, nor are publicity, privacy, and/or other similar
personality rights; however, to the extent possible, the Licensor
waives and/or agrees not to assert any such rights held by the
Licensor to the limited extent necessary to allow You to exercise the
Licensed Rights, but not otherwise.

2. Patent and trademark rights are not licensed under this Public
License.

3. To the extent possible, the Licensor waives any right to collect
royalties from You for the exercise of the Licensed Rights, whether
directly or through a collecting society under any voluntary or
waivable statutory or compulsory licensing scheme. In all other
cases the Licensor expressly reserves any right fo collect such
royalfies, including when the Licensed Material is used other than
for Non-commercial purposes.

Section 3 - License Conditions.
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Your exercise of the Licensed Rights is expressly made subject to the following
conditfions.

a. Aftribution.
1. If You Share the Licensed Material, You must:
A. retain the following if it is supplied by the Licensor with the
Licensed Material:

i. identification of the creator(s) of the Licensed Material
and any others designated o receive afttribution, in
any reasonable manner requested by the Licensor
(including by pseudonym if designated);

i. acopyright notice;
iii. anofice that refers to this Public License;
iv. anotice that refers to the disclaimer of warranties;

v. a URI or hyperlink to the Licensed Material to the extent
reasonably practicable;

B. indicate if You modified the Licensed Material and retain an
indication of any previous modifications; and

C. indicate the Licensed Material is licensed under this Public
License, and include the text of, or the URI or hyperlink to, this
Public License.

For the avoidance of doubt, You do not have permission under this
Public License to Share Adapted Material.

2. You may satisfy the conditions in Section 3(a)(1) in any reasonable
manner based on the medium, means, and context in which You
Share the Licensed Material. For example, it may be reasonable to
satisfy the conditions by providing a URI or hyperlink to a resource
that includes the required information.

3. Ifrequested by the Licensor, You must remove any of the
information required by Section 3(a)(1)(A) to the extent reasonably
practicable.

Section 4 - Sui Generis Database Rights.

Where the Licensed Rights include Sui Generis Database Rights that apply to
Your use of the Licensed Material:

a. for the avoidance of doubt, Section 2(a)(1) grants You the right to exiract,
reuse, reproduce, and Share all or a substantial portion of the contents of
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the database for Non-commercial purposes only and provided You do
not Share Adapted Material;

b. if You include all or a substantial portion of the database contents in a
database in which You have Sui Generis Database Rights, then the
database in which You have Sui Generis Database Rights (but not ifs
individual contents) is Adapted Material; and

c. You must comply with the conditions in Section 3(a) if You Share all or a
substantial portion of the contents of the database.

For the avoidance of doubt, this Section 4 supplements and does not replace
Your obligations under this Public License where the Licensed Rights include
other Copyright and Similar Rights.

Section 5 - Disclaimer of Warranties and Limitation of Liability.

a. Unless otherwise separately undertaken by the Licensor, to the extent
possible, the Licensor offers the Licensed Material as-is and as-available,
and makes no representations or warranties of any kind concerning the
Licensed Material, whether express, implied, statutory, or other. This
includes, without limitation, warranties of title, merchantability, fitness for a
particular purpose, non-infringement, absence of latent or other defects,
accuracy, or the presence or absence of errors, whether or not known or
discoverable. Where disclaimers of warranties are not allowed in full or in
part, this disclaimer may not apply to You.

b. To the extent possible, in no event will the Licensor be liable to You on any
legal theory (including, without limitation, negligence) or otherwise for any
direct, special, indirect, incidental, consequential, punitive, exemplary, or
other losses, costs, expenses, or damages arising out of this Public License
or use of the Licensed Material, even if the Licensor has been advised of
the possibility of such losses, costs, expenses, or damages. Where a
limitation of liability is not allowed in full or in part, this limitation may not
apply to You.

c. The disclaimer of warranties and limitation of liability provided above shall
be interpreted in a manner that, to the extent possible, most closely
approximates an absolute disclaimer and waiver of all liability.

Section 6 - Term and Termination.

a. This Public License applies for the term of the Copyright and Similar Rights
licensed here. However, if You fail to comply with this Public License, then
Your rights under this Public License terminate automatically.

b. Where Your right to use the Licensed Material has terminated under
Section 6(q), it reinstates:
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1. automatically as of the date the violation is cured, provided it is
cured within 30 days of Your discovery of the violation; or

2. upon express reinstatement by the Licensor.

For the avoidance of doubt, this Section 6(b) does not affect any right the
Licensor may have to seek remedies for Your violations of this Public
License.

c. For the avoidance of doubt, the Licensor may also offer the Licensed
Material under separate terms or conditions or stop distributing the
Licensed Material at any time; however, doing so will not terminate this
Public License.

d. Sections 1, 5, 6, 7, and 8 survive termination of this Public License.

Section 7 - Other Terms and Conditions.

a. The Licensor shall not be bound by any addifional or different terms or
conditions communicated by You unless expressly agreed.

b. Any arrangements, understandings, or agreements regarding the
Licensed Material not stated herein are separate from and independent
of the terms and conditions of this Public License.

Section 8 - Interpretation.

a. For the avoidance of doubt, this Public License does not, and shall not be
interpreted to, reduce, limit, restrict, orimpose conditions on any use of
the Licensed Material that could lawfully be made without permission
under this Public License.

b. To the extent possible, if any provision of this Public License is deemed
unenforceable, it shall be automatically reformed to the minimum extent
necessary to make it enforceable. If the provision cannot be reformed, it
shall be severed from this Public License without affecting the
enforceability of the remaining terms and conditions.

c. No term or condition of this Public License will be waived and no failure to
comply consented to unless expressly agreed to by the Licensor.

d. Nothing in this Public License constitutes or may be interpreted as a
limitation upon, or waiver of, any privileges and immunities that apply to
the Licensor or You, including from the legal processes of any jurisdiction
or authority.
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